3GPP TSG SA WG3 (Security) Meeting #92
S3-182554
20-24 August 2018, Dalian (CN)


Source:
Ericsson
Title:
Use of TLS export was S3-182386
Document for:
Approval
Agenda Item:
7.1.13.1
1
Decision/action requested

Approve suggested changes to draft CR S3-181937 on details of how TLS export is used
2
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3
Rationale
It is stated in [1] that TLS export function shall be used to create the keys needed for the N32-f. For TLS 1.2 TLS export is defined , for TLS 1.3, the exporter is defined in [3].

Both versions of TLS exporter function can be used with or without something called a context_value. This document proposes to omit the use of context_value when exporting the master key for N32-f. 
3.1
TLS exporter
3.1.1
TLS 1.2

For TLS 1.2, the exporter function is defined in [2] as follows:

PRF(SecurityParameters.master_secret, label, SecurityParameters.client_random + SecurityParameters.server_random + context_value_length + context_value )[length]

Where the label
· is an ASCII string. Should begin with ”EXPORTER…”
· needs IANA registration to avoid collisions
and the context_value is optional. 
3.1.2
TLS 1.3
In TLS 1.3, the exporter function is defined in [3] as follows:

TLS-Exporter(label, context_value, key_length) = HKDF-Expand-Label(Derive-Secret(Secret, label, ""), "exporter", Hash(context_value), key_length) 

Again, we need to specify the label and the context_value is optional
3.1.3
Use of context_value in TLS exporter

Note that we only need to use TLS exporter function once for each negotiation, to export one master key. We use that master key for further key and IV derivations. Since the label is unique, and the session random numbers are included in the export, the context_value is not needed neither for freshness nor for separation.
We thus suggest omitting the use of context_value in TLS export. 

3.2. 
Summary of suggested changes
1. Omit the use of  context_value for TLS exporter function. 
2. Use TLS export once for each negotiation to derive master key

3. Use master key as input to key derivation to derive keys and IVs for more purposes.

4
Detailed proposal

* * * First Change* * *
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* * * Next Change* * *
13.2.2.2
Procedure

1. The two SEPPs mutually authenticate each other and set up a secure TLS connection between them.

2. The two SEPPs perform a security capability negotiation to agree on a security mechanism to use for protecting NF service related signalling over N32:

2a. The SEPP which initiated the TLS connection sends a Capability Negotiation Request message to the responding SEPP including the initiating SEPP’s supported security mechanisms for protecting the NF service related signalling over N32. 

2b.
The responding SEPP compares the received security capabilities to its own supported security capabilities and selects, based on its local policy, a security mechanism, which is supported by both initiating SEPP and responding SEPP.
2c. The responding SEPP sends a Capability Negotiation Response message to the initiating SEPP including selected security mechanism for protecting the NF service related signalling over N32.

3. If the selected security mechanism is based on a mechanism other than the application layer security at the HTTP layer, the two SEPPs skip steps 4 to 6 and proceed to step 7.

4. The two SEPPs perform a cipher suite negotiation to agree on a cipher suite to use for protecting NF service related signalling over N32.

4a. The SEPP which initiated the TLS connection sends a Parameter Exchange Request message to the responding SEPP including the initiating SEPP’s supported cipher suites. The cipher suites are ordered in initiating SEPP’s priority order.

4b. The responding SEPP compares the received cipher suites to its own supported cipher suites and selects, based on its local policy, a suite, which is supported by both initiating SEPP and responding SEPP.
4c. The responding SEPP sends a Parameter Exchange Response message to the initiating SEPP including the selected cipher suite for protecting the NF service related signalling over N32.

5. The two SEPPs may perform negotiation of protection policies to use for protecting NF service related signalling over N32:

5a. The SEPP, which initiated the TLS connection, sends a Parameter Exchange Request message to the responding SEPP including the initiating SEPP’s protection policies listed in clause 13.2.3. 

5b. The responding SEPP shall store the Modification protection policy information if sent by the initiating SEPP. 
5c. The responding SEPP sends a Parameter Negotiation Response message to the initiating SEPP with the selected values for the parameters sent in step 5.

5d. The initiating SEPP shall store the protection policy information if sent by the responding SEPP, 

6. The two SEPPs export keying material from the TLS session established between them, using the TLS export function as specified in RFC 5705 [zz] for TLS 1.2. For TLS 1.3, the exporter described in section 7.5 of [yy] is used. The exported key shall be used as master key for the N32-f context.


Editor's Note: The value of label needs to be registered with IANA. The label shall be an ASCII string with prefix "EXPORTER_". The exact value for label used in TLS export is FFS
The context_value parameter in TLS export shall not be used.

7. The master key from the previous step is used to derive session keys and IVs for the N32-f context.
8. The two SEPPs terminate the TLS session.

Editor’s Note: The exact message names are FFS.
* * * End of changes* * *

