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Decision/action requested

SA3 is kindly asked to endorse the observations and proposals described below.
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Rationale

3GPP SA3 made a decision at their SA3#91bis meeting to turn the study related to SBA security in Rel-15 into a formal internal TR [1]. However, many delegates felt that blindly transferring the contents of the living document would far from ideal (c.f. [2]). 
In this discussion document, we propose a new set of key issues which –in our view– more appropriately represents the topics that SA3 encountered during the study phase of SBA security. The unusual condition SA3 is currently faced with, i.e. writing a study document whilst being almost finished with the formal specification, allows it to accurately structure and describe the most critical or controversial issues in a more well-thought-out manner, which in turn will aid identifying any open issues with the specified solutions that might not be obvious at first sight.
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Detailed proposal

The current version of TR 33.855 contains merely the following three key issues:
-
Authorization
-
Inter-PLMN routing and TLS
-
Fraudulent registration message attack over N32 interface
It is fairly obvious that these three points do not cover all aspects of SBA security SA3 has considered during the last couple of meetings. Firstly, crucial security principles, such as message confidentiality, integrity and replay protection, are missing completely. Secondly, some of the SBA key issues that come to mind apply to all entities of the 5GC, while others only touch on very specific parts. Fraudulent messages on N32, for example, is mainly (though not exclusively) concerned with the SEPP and N32 security. Therefore, we propose to split the set of key issues into a general and SEPP-/N32-related section.
Proposal 1: Key issues in TR 33.855 shall be grouped into General SBA and SEPP-/N32-related issues.
Furthermore, certain key issues seem to require a more fine-grained analysis. Authentication and Authorization are key issues that are not only crucial for the communication of very different entity types within the 5GC (e.g. NF-NF, NF-NRF), it is also subject to quite different circumstances, depending on whether inter-PLMN or intra-PLMN communication is considered. To be able to assess the fitness of certain solutions more easily, we argue that it would be helpful to differentiate between these different cases.
Proposal 2: General SBA key issues in TR 33.855 shall differentiate Authentication and Authorization between different NF/NRF
Finally, we outline our set of key issues derived of above discussion and the list of open issues that SA3 used to structure their work during the last few meetings [3]. Some of these points have been combined (SEPP initial handshake + SEPP session key negotiation = SEPP session setup), others dropped (e.g. Inter-PLMN routing and TLS) or left out completely (e.g. Symmetric vs. asymmetric cryptography), since they did not seem like appropriate key issues.
General SBA Key Issues

-
Confidentiality protection of signalling messages
-
Integrity protection of signalling messages
-
Replay protection of signalling messages
-
NF-NF Authentication

-
NF-NF Authorization

-
NF-NRF Authentication

-
NF-NRF Authorization

-
NRF-NRF Authentication (includes authentication of a consuming NF by a remote NRF via the local NRF)

-
NRF-NRF Authorization (includes authorization of a consuming NF by a remote NRF via the local NRF)

N32-/SEPP-specific Key Issues

-
Termination points of N32 security

-
Local provisioning of SEPP protection policies

-
Provisioning of SEPP protection policies over N32

-
SEPP session setup (includes initial handshake and session key negotiation)

-
Application of ciphering and integrity protection to JSON object using JOSE (includes message rewriting, which is necessary to apply JOSE)

-
Malicious message received on N32

-
N32 error signalling
Proposal 3: It is proposed that SA3 adopts the above list of key issues for TR 33.855.
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Proposals

Proposal 1: Key issues in TR 33.855 shall be grouped into General SBA and SEPP-/N32-related issues.
Proposal 2: General SBA key issues in TR 33.855 shall differentiate Authentication and Authorization between different NF/NRF
Proposal 3: It is proposed that SA3 adopts the above list of key issues as a basis for TR 33.855.
