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1
Decision/action requested

Endorse the proposals with respect to the slice management security.
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3
Rationale

3.1

Network slice management and progress in SA5
The 5G management system manages the 5G systems. The management and provisioning of a Network Slice Instance (NSI) includes creation, activation, modification, de-activation, termination of the network slice instane. 
3GPP SA5 is working on the following Rel-15 specifications with respect to the network slice management. These works will be completed in September 2018 with the latest status updated below, as shown in SA5 Exec Report [1]: 
· Management and orchestration of 5G networks and network slicing (90% completion)

· TS 28.530 Concepts, use cases and requirements [2]
· TS 28.533 Architecture framework [3]
· Provisioning of 5G networks and network slicing (90% completion)

· TS 28.531: Provisioning [4]
As specified in TS28.530 [2], the 5G network slicing management framework is built upon service-based management and standardized management service interfaces. Two types of management services for network slice provisioning are descrbied in TS28.531 [4], i.e. 1) Provisioning for NSI and 2) Provisioning exposure for NSI, where the typical management service consumers are operators and vertical industry, respectively. 
As described in TS28.533 [3], a management service offers management capabilities. These management capabilities are accessed by management service customers (operators or third party) via standardized service interface. The interactions between a management services producer and a management service consumer follows one of the two paradigms: 1) “Request-responsee” and 2) “Subscribe-notify”. 
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3.2

Security aspects of network slice management 

As specified in TS28.531 [4] and TS28.533 [3], the provisioning of an NSI is realized through management services. These services are accessed by management service consumers (network operators or vertical industry) through standardized management service interfaces. Therefore, these management services and interfaces must be securely protected, e.g. from unauthorized access, modification, gaining confidential information, and replay attacks etc. 
In Sept 2017, 3GPP SA3 initiated a corresponding study on the threats, potential security requirements and solutions for the features of 5G network slicing management. The technical report TR33.811 is completed in June 2018 and the following agreement are reached: 
-
The network slice management interface that is exposed to communication service providers is required to be securely protected to prevent unauthorized access. 

-
If normative work is required, then Solution #1.1 should be considered as the preferred solution.
As updated in section 3.1 that the management services for NSI provisioning and management interfaces involve both operators and vertical industry. Without security protection put in place for these services and interfaces, the 5G network will be subject to significant security risks. Furthermore, all SA5’s normative works above are for Rel-15 and completing in September Plenary meeting, the proposals in section 4 below are presented for endorsement. 
4
Detailed proposal
Proposal 1: The normative text for the protection of management services and interfaces shall be created and added into TS33.501 (a new Chapter “15. Security aspects of Management Services (MS) for network slices”). The normative text is based on S3-182329 “CR slice management security”. 
Proposal 2: A WID shall be endorsed for the submission to SA September plenary in order to enable Proposal 1. The WID text is based on S3-182267 “WID slice management security”
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