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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.835.
2
References

[1]   3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
3
Rationale





The 5G network will be different from previous networks. In particular, some scenarios (e.g. IoT), the authentication of UE is needed to allow only the authentic UE to access to application servers. That means, the schemes like GBA that enable the generation of application and 3GPP services should be upgraded based on the 5G key hierarchy.
This proposal aims to address keys used in 5G GBA.
4
Detailed proposal

*************** Start of Change ****************
5
Key issues
5.X
Key Issue #X: Keys used in 5G GBA
5.X.1
Key issue details

In this key issue the fitting of the GBA-specific keys into 5G key hierarchy is analysed. This fitting depends on how GBA elements are mapped into 5G architecture.

For example, in 5G it may be considered risky to give if the 5G BSF connects to the AUSF, then the Ks may be potentially derived from MSK, EMSK or Kausf instead of CK, IK. 
5.X.2
Security threats

In 5G it may be considered risky to give CK, IK to BSF. 
5.X.3
Potential Security requirements

TBA.
*************** End of Change ****************
