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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a…
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 
	Parent Work Items 

	Unique ID
	Title

	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	720005
	New Services and Markets Technology Enablers
	This is the stage-1 normative work related to Next Generation architecture

	740005
	5G System – Phase 1
	Normative work for the phase 1 of the 5G system architecture

	780028
	Study on Enhancement to the 5GC Location Services
	This is the stage-2 study related to enhancement to the 5GC Location Service

	800092
	New SID: Study on NR positioning support
	This is the study of positioning support for NR in RAN.


3
Justification
TS 22.261 section 8.7 contains SA1 security requirements for LCS services. SA1 in its on-going study “Study on positioning use cases” already consolidated potential requirements on positioning and documented them in TR 22.872 section 8. The section 8.4 of TR 22.872 specifies security related requirements. These security requirements would be moved to TS 22.261 during normative work.
In SA2, the on-going study “Study on Enhancement to the 5GC Location Services” aimed at supporting the LCS using the 3GPP Access is about to conclude at the end of this year. This SA2 study documents security requirements for protection of the broadcasting assistant data but no solution has been proposed yet. 
Note: The LCS in EPS system also has requirements for protection of broadcasting data. The applicable solution was agreed by associated 3GPP WGs, i.e. RAN WGs, SA2, and SA3. This solution is documented in TS 23.271. 
The NR positioning study (approved in SP-181399) states that high security is one of NR design targets for commercial positioning use cases.  

To ensure higher (or at least the same) security level of 5G System than that of EPS system, and meet the aforementioned security requirements of location service, the security aspects should be studied. 

4
Objective

The objective of this study item is to analyse the security aspects of location service in 5G system. The work is comprised of the following parts:

· Study the key issues of location service in 5G system, such as these related to key management, protection of positioning-related data, and privacy-related issues.
· Study the security threats and requirements for 5G location service.

· Develop the corresponding security solutions of location service in 5G system and ensure the security solutions could meet the security requirements defined in SA1 (e.g. TS 22.261 and TS 22.872) 
· Study necessary security mechanisms of the network entities in the 5G LCS system.
· Study the security architecture for 5G location service.
· Review all aspects of the LCS specifications to identify and close any security gaps.
· Both non-roaming and roaming scenarios should be considered during this study.
Architectural implications for SA2 and RAN WGs will be coordinated with those WGs.
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	Internal TR
	33.xyz
	Study on the security of the Enhancement to the 5GC Location Services
	SA#84 (June. 2019)
	SA#86 (Dec. 2019)
	It is for further study whether a new 33 series TR is needed or whether the solution can be integrated into existing TSs.


{Note 1: Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.}
{Note 2: The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".}
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks
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Work item Rapporteur(s)
7
Work item leadership

SA3
8
Aspects that involve other WGs
RAN2, RAN3 and SA3
9
Supporting Individual Members
	Supporting IM name

	CATT

	China Unicom

	China Mobile

	ZTE

	CAICT

	LG Electronics

	Huawei

	HiSilicon

	Deutsche Telekom

	

	

	

	


