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Classification of the Work Item and linked work items

2.1
Primary classification

This work item is a … 

	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent and child Work Items 

	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	750016
	5GS_Ph1-SEC
	Parent


2.3
Other related Work Items and dependencies

{List here other Work Items which relate to the proposed one but are not part of the hierarchical structure.}

	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship
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Justification

During the development of 5G security architecture, TR33.899, SA3 agreed on a list of prioritized key topics as documented in TR33.899 Annex D. After the completion of TR33.899, some of the key topics which were targeted for phase 2 were moved to phase 1, e.g., Slice Management security. Other topics have dependency on other 3GPP working groups, e.g., SA2, and for those key topics have been approved to be investigated by independent SA3 study items following the trend of SA2, e.g., CIoT study item.

On the other hand, some of the key topics which targeted phase 2 (Release 16) do not have any dependency on other working groups and they are security specifics and should be investigated and studied by SA3. The following are the key topics that were delayed to be addressed during phase 2 and their scope have not yet been included in any of the SA3 release 16 study items.

1. UE Protection during RRC Idle, i.e., Fake base station attacks
2. Long Term keys leakage and RAN Keys interception
3. KDF Negotiation
UE Protection during RRC Idle, i.e., Fake base station attacks

Attacks against the UE in RRC-Idle mode is well documented and most of the time is referred to as fake base station attack. However, recently several research papers have been published which identified and documented fake base station attacks in EPS, e.g., Energy depletion attack, [Hussain, S.R., et. al., “LTE Inspector A Systematic Approach for Adversarial Testing of 4G LTE”, in NDSS, 18–21 February 2018], handover failure attack, [Altaf Shaik, Cyborgs – taking down 4GLTE mobile networks, 17 May, 2018], and so on. Although, UP Integrity Protection is part of TS33.501 and enforcing it could eliminate the Energy depletion attack, yet UP IP enablement and activation is optional; thus why the emphasis and it is mention in here. 
Although 5G has introduced privacy protection for SUPI in Release 15 to prevent IMSI catching, there are still many fake base station attacks applicable to 5G system where the UE can be forced to maliciously re-select from an infected reselection list, being denied to receive network paging, an attack against SON function is even possible.

In addition, during the 5G security aspects phase 1, this topic was categorized as a key topic that requires further study and investigation during phase 2. It is important to mention that TS33.501 captures some informational aspects where the network can use the UE assistance in possibly help in the identification of the fake base station after the fact using a proprietary schemes analysing the UE measurements reports. Despite that, it is critical for 5GS security to address fake base station attack fundamentally and thus it is strongly recommended that SA3 investigate all possible scenarios and key issues that are related to the UE protection during RRC Idle state and identify possible solutions to eliminate fake base station attacks. 
Reducing the impact on Long Term keys leakage and RAN Keys interception

The current mobile security architectures – GSM / GPRS, UMTS and LTE – rely almost entirely on the secrecy of the long term secret key (called Ki in GSM/GPRS, or K in UMTS/LTE). The fundamental security assumption is that the attacker does not know the long term key (K). However, if this assumption fails, it is catastrophic and the entire 5GS security architecture collapses. 

The key (Ki) leakage is possible in a number of scenarios as listed below:

a.
Hacking at the factory (SIM vendor or subscription manager) where (K) is generated

b.
Hacking of the communication channel over which (K) is transported from SIM vendor or subscription manager to mobile operator

c.
Hacking into the mobile operator

d.
Insider attack at a mobile operator or SIM vendor

e.
Local attack (e.g. side channel) on the SIM card in the supply chain

f.  
local attack (e.g. side channel) on the SIM card while temporarily "borrowed" from the customer

It is fundamentally critical that 5GS security takes in consideration the possibility of this failure to happen and should study and investigate all possible aspects and come with possible economically viable solution that address the issue and eliminate the very serious impact. This study becomes more justified after SA3 has agreed to adopt the Asymmetric Keying technology as an essential technology for 5GS security to protect the privacy of the subscriber identity, i.e., SUPI, using the home network public key(s) as in TS33.501. Furthermore, it was agreed in the January 2018 meeting that this issue will be addressed in the phase two.
Flexible KDF Negotiation
It is extremely difficult and to some extent impossible to update an algorithm which most of the time involve a hardware update and network element replacement which can be very costly and time consuming in most cases. 
On the other hand, 5GS has a long lifetime expectation and new cryptography algorithm may be needed during its lifetime. Thus, it is very important that 5GS security architecture to have the ability to negotiate new algorithms as needed whenever possibly one of the algorithms is obsolete.

Algorithms used in 5GS include cipher algorithm, integrity algorithm and KDF. Both cipher/integrity algorithms are negotiated during the NAS and AS SMC procedures, but KDF negotiation is not supported in 5GS. In addition, KDF negotiation has already been supported, e.g. for EAP-AKA’, two peers could use AT_KDF to negotiate KDF, and for TLS 1.3, two peers could use cipher suite to negotiate hash algorithm used with KDF. Thus, IETF has already considered KDF negotiation when designing new security standard.
Furthermore, the introduction of new KDF may also be needed during the lifetime of 5GS. Depending on the usecase and service there may be more than one KDF, so the use of KDF also requires a negotiation procedure. It is worth noting that during the study of 5G security aspects phase 1, as in TR 33.899, this topic was categorized as a key topic that is needed in phase 1. However, in order to meet release 15 deadlines, this topic was delayed.

Therefore, it is essential to study the need for KDF negotiation between UE and 5GS network function and study possible KDF negotiation procedures for the expected long live 5GS in order to allow the introduction of new KDF in a timely manner.
4
Objective

The objectives of this study are as follows:

· Study security for UE protection against any entity which maliciously present itself as a legitimate 5G RAN.

· Security for UE protection while UE in the state of RRC-IDLE, i.e., against base station attacks.
· Security for UE ability to identify messages received from legitimate 5G RAN.
· Study security for allowing legitimate 5G RAN the ability to detect attackers maliciously representing the 5G RAN
· Security for SON function in 5GS from being tampered with and dynamically updated by a mechanism that involves a fake base station.
· Security for protecting HO procedure from being initiated or forced on UE by a malicious fake base station.
· Security for enabling 5G RAN to protect messages to UE from being forged by any malicious node.  
· Security for protecting RAN resources in 5G RAN from being maliciously seen as exhausted by UE, e.g., for MBMS and D2D services.

· Study security for allowing KDF negotiation between UE and 5GS network entities

· Study the need for KDF negotiation between UE and 5GS network functions, e.g., UE and 5G RAN, UE and SEAF, etc.

· Security for KDF possible negotiation procedures between UE and 5GS network functions, e.g., 5G RAN, AMF, SEAF, AUSF, and UDM.
· Study the enhancement of security for session key generated during UE attaching to 5GS SN

· Security of anti-passive attack capabilities shall be provided if the pre-shared root key Ki is stolen.

· 5GS provides forward secrecy, in the sense that an attacker learning Ki at any time should not be able to decrypt earlier encrypted radio interface traffic that that they may have recorded.

Any security implications for the CN or RAN will be coordinated with SA2 and RAN WGs. 
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Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	33.XXX
	Internal TR
	Ahmad Muhanna  
	TSG#82 (Dec. 2018)
	TSG#84 (June 2019)
	New TR covering 5GS security – phase2.


Note 1:
Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by Ops.

Note 2:
The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".

	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
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Work item Rapporteur(s)

Ahmad Muhanna (ahmad.muhanna@huawei.com)
7
Work item leadership

SA3
8
Aspects that involve other WGs

Services requirements are defined in TS 22.261, "Service requirements for next generation new services and markets". Architectural aspects are considered by SA2. RAN aspects are considered by RAN WGs. 
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Supporting Individual Members

	Supporting IM name

	Huawei
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