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1
Decision/action requested

This contribution proposes a new KI for TR 33.861.
2
References

[1]
S3-182079: 
Study on evolution of Cellular IoT security for the 5G System (Release 16)
3
Rationale

Secure provisioning of authentication credentials can be viewed as a necessary component of a secure CIoT system.
This contribution proposes a new Key Issue for TR 33.861 to address the secure provisioning of authentication credentials in CIoT systems.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.861.
***
BEGIN CHANGES
***

5.VX
Key Issue #VX: Secure provisioning of authentication credentials in the CIoT UEs
5.VX.1
Key issue details
Secure provisioning of authentication credentials in the CIoT UEs is an important and necessary component of a secure CIoT system. Such provisioning may be achieved either in or out-of-band. Traditionally, provisioning of authentication credentials is out of scope for 3GPP.
5.VX.2
Security threats
Leak of authentication credentials during the provisioning phase may be lethal for the overall CIoT Security, rendering to ineffective integrity, confidentiality, replay, and availability protection.
5.VX.3
Potential security requirements
Secure provisioning of authentication credentials in the CIoT UEs should be ensured.

NOTE1: Such provisioning is out of scope for this document.
***
END OF CHANGES
***

