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Decision/action requested

Approval to make the text changes indicated below
2
Rationale

Section 13 of [1] currently contains only the following Editor’s Note:

Editor's Note: This section will study the details of encryption and integrity algorithms. For example, accommodating 256-bit session/intermediate keys in 5G, may, in some cases, simply entail using larger-key versions of current algorithms, while in other cases new algorithms may need to be chosen altogether.  
This contribution provides some analysis on this point.  In fact, there seems no reason to limit the scope of this section to encryption and integrity algorithms – AKA algorithms are also of interest – so we extend the scope of the section accordingly.
3
Detailed proposal

Make the following changes to [1]:
***** Start of change *****
13
Study of individual algorithm details

Editor's Note: This section will study the details of encryption, integrity, AKA and key derivation algorithms. For example, accommodating 256-bit session/intermediate keys in 5G, may, in some cases, simply entail using larger-key versions of current algorithms, while in other cases new algorithms may need to be chosen altogether.  
13.1 
Radio interface encryption and integrity algorithms

13.1.1
AES

It appears fairly straightforward to adapt the encryption and integrity algorithms based on 128-bit AES to use 256-bit AES instead. There are published attacks that are notionally very slightly better than exhaustive search on 256-bit AES (http://link.springer.com/chapter/10.1007/978-3-319-19962-7_3), but in practice it remains a completely standard choice of strong algorithm.
13.1.2
SNOW 3G

The internal state of the SNOW 3G keystream generator is more than 512 bits. Furthermore, SNOW 3G is adapted (strengthened) from SNOW 2.0, which was designed in the first place to support keys up to 256 bits. While more study is needed, it seems plausible that SNOW 3G (and the encryption and integrity algorithms based on it) may be able to support a 256-bit key without significant change.
13.1.3
ZUC

The internal state of ZUC is 560 bits.  Since ZUC has only been evaluated with respect to a 128-bit key, further evaluation would be needed on ZUC-256, which is a scaled-up version of the existing algorithm with enough security redundancy in mind. It is suggested that such evaluation should start sooner rather than later.
13.2 
AKA algorithms

13.2.1
MILENAGE

MILENAGE is built around AES.  The same observations apply as in section 13.1.1.  It should be reasonably straightforward to create a 256-bitversion of MILENAGE (although some slight construction changes would be needed to produce 256-bit output values).
13.2.2
TUAK

TUAK is already designed to accommodate 256-bit keys, and produce 256-bit outputs, if required.
13.3 
Key derivation algorithms

13.3.1
SHA-256

The KDF used for many purposes in 3GPP is based on HMAC-SHA-256.  Using HMAC-SHA-256 to derive (up to) 256-bit keys from 256-bit keys is in line with standard advice.
***** End of change *****
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