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Abstract of the contribution: We make some clarifications and editorial corrections to the evaluation of solution #2.  We also add some additional evaluation points, assessing the effectiveness of this solution against the risk of UNKNOWN compromise of the long term key. (This risk is spelled out in our contribution S3-181273.)
1. Introduction

This contribution makes some clarifications and editorial corrections to the evaluation of solution #2.  
Also, our contribution S3-181273 points out that long term key leakage may not be detected, if the attacker uses it only for passive eavesdropping attacks.  There is thus benefit in reducing the risk of leakage happening in the first place – not only in being able to update the key when it is known to have leaked.  This contribution adds some text to the evaluation of solution #2 reflecting this important point.
2. Text proposal
~ ~ ~ Start of first text proposal ~ ~ ~
9.2.3
Solution Evaluation
9.2.3.1
Key Issues

This solution does not mitigate a security issue due to a compromise at the manufacturer as all of the keys are preinstalled by the manufacturer. It may help to mitigate a compromise of the communication channel over which K is transported from the SIM vendor or subscription manager to the network operator, if different transport mechanisms are used for different keys (although it is left to the vendor and operator to select those different transport mechanisms).  It may help to mitigate a compromise of the operator’s equipment or software, or an insider attack at the operator, if only one key is initially sent to the operator.  It may mitigate side channel attacks on the SIM card, although the details of this will depend on how individual keys are "activated".
This solution may mitigate all of the other potential attacks listed for key issue #1, but the extent of this depends on the details:

-
It may help to mitigate a compromise of the communication channel over which K is transported from the SIM vendor or subscription manager to the network operator, if different transport mechanisms are used for different keys (although it is left to the vendor and operator to select those different transport mechanisms).

-
It may help to mitigate a compromise of the operator’s equipment or software, or an insider attack at the operator, if only one key is initially sent to the operator.

-
It may mitigate side channel attacks on the SIM card, although the details of this will depend on how individual keys are "activated".
Where the AMF indication is used to indicate the K/OPc or K/TOPc to use, genuine AMF indications are suitably replay protected and integrity protected by the authentication procedure (see 3GPP TS 33.102 [x]). However, an attacker who has learned one of the stored keys can still spoof authentication vectors using that key, and thus carry out false network attacks.   

Where USIM OTA is used to indicate the K/OPc or K/TOPc to use, this communication should be integrity protected, privacy protected and replay protected by the OTA protocol.  Note: from the current options, only AES is recommended as a secure enough ciphering algorithm.

This solution mitigates Key issue 2 by updating the key to use on each effected USIM individually. 
The solution has the potential to be quite effective at meeting reactive requirements (replacing a key that is known / suspected to be compromised): by proving diversity of keys, and potentially diversity about how those keys are transported, it may be less likely that a second key is compromised in thesame way as a first one.  The solution is less effective at meeting pre-emptively (making it less likely that a key in use is compromised): the diversity does not make it less likely that any one particular key is compromised.
9.2.3.2
USIM and ISIM types applicable

This solution is suitable for all USIMs and ISIMs.  This solution would also work with eSIMs.

9.2.3.3
Potential hardware and software impacts

For this solution the USIM and the HSS software will need to be updated to implement the key change procedure and to implement the key indication procedure.

Optionally, a standardised interface between the OTA server and the HSS could be developed to manage the K/OPc or K/TOPc change and synchronisation of use between the HSS and the USIM.
9.2.3.4
Key exchange protocols and transportation

In this solution, the keys are preinstalled on the USIM so there is no key exchange between the home network operator and the USIM.  

The key exchange between the manufacturer and the home operator should be different that the normal provisioning message else this solution will have the same drawbacks as not using this solution.
9.2.3.5
3GPP technologies supported
Where the AMF indication is used to indicate the K/Opc or K/TOPc to use, this solution is suitable for 3G, LTE and 5G.   

Where USIM OTA is used to indicate the K/Opc or K/TOPc to use, this solution is suitable for GSM, 3G, LTE and 5G.
9.2.3.6
Assessment of additional risks
There is still a storage and transport risk with solution.  As all the keys are generated at production time, all of the keys will need to be stored somewhere and also transported from production to the home operator.
9.2.3.7
Conclusion

This solution is completely in the home network operator’s control and can be used by all 3GPP technologies.  
This solution, however, does not alleviate the transport risks or the risks associated with the key generation, as all of the keys used are pre-programmed into the USIM so both exist at a third party and need to be transported to the home operator.
The solution has the potential to be quite effective at meeting reactive requirements but less effective at pre-emptively changing the key.
Note also that this solution overlaps heavily with solution #5.
~ ~ ~ End of first text proposal ~ ~ ~
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