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Abstract of the contribution: We add some further text on solution #3, noting that its evaluation is necessarily incomplete because an important detail of the solution is unclear.
1. Introduction

Solution 3 involves a provisioning server … but does not say which entity operates that server.  What risks this solution mitigates, and what residual risks remain, depend partly on which entity operates the server.  This contribution adds some text to solution #3 reflecting this point.
2. Text proposal
~ ~ ~ Start of first text proposal ~ ~ ~
9.3
Solution #3: Certificate based negotiation
9.3.1
Introduction

When certificates are introduced to both the tamper resistant hardware component which holds SIM/USIM and the network provisioning server which manages the tamper resistant hardware component remotely, a secure communication channel could be established between the UE and the network server based on mutual authentication via certificates. The solution is proposed to use this secure channel to update long term keys.

This solution uses the concept of profile as a representation of SIM/USIM and other data provisioned on the tamper resistant hardware component for the purpose of providing services. 
9.3.2
Solution Description
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Figure 9.3.1: Long term keys update based on certificate exchange and key negotiation

The overall flow is described below:

1. The UE and the Provisioning server perform mutual authentication based on certificates exchange and verification.

2. The UE and the Provisioning server negotiate common cryptographic suite for further communication, using mechanisms e.g. as specified by the GlobalPlatform Card Specification Amendment F [2]. 

3. The Provisioning system sends a Profile update request to the UE, including new long term keys to be provisioned, identity of the target Profile to be updated.

4. Upon reception of the Profile update request, the UE updates the target Profile using the new long term keys.

5. The UE sends a Profile update result containing the identity of the target profile to the Provisioning server.

6. The Provisioning server updates the long term keys of the target profile in the HSS.

7. The UE detaches from the network and re-attaches the network using the updated long term keys. 
Note: it is not clear what entity is expected to operate this provisioning server.
9.3.3
Solution Evaluation
9.3.3.1
Key Issues

This solution meets the requirements for key issue 1. Although the solution description is vague about the low level transport for this protocol, it is possible to develop a HPLMN initiated session to implement this.

This solution meets key issue 2 by individual updates to each subscriber.

This solution meets the requirements for key issue 3 as the keys are not transported between 3rd parties unprotected.
9.3.3.2
USIM and ISIM types applicable

Although this solution can be used by any USIM and ISIM, because of the new certificates and the public key cryptography involved, it only applies to new USIMs that support this feature and could not be easily "retro-fitted" to existing USIMs and ISIMs.

9.3.3.3
Potential hardware and software impacts

The solution requires the USIM hardware to be preloaded with a certificate and that it supports certificate verification.
9.3.3.4
Key exchange protocols and transportation

SCP11a could be used as the key exchange protocol to establish keys to protect the long term keys, with necessary enhancement if needed.
The solution is not specific as to how this is transported between the USIM and the HPLMN. 

Step 3 introduces a new key transport risk.
9.3.3.5
3GPP technologies supported
The solution could be used for all 3GPP technologies as long as the USIM hardware supports profile of the corresponding 3GPP technology.
9.3.3.6
Assessment of additional risks
It is not addressed in this document whether this solution introduces a new long term key, i.e. private key of the certificate, which may have its own security risk.
This solution requires a global/regional PKI system.  The implications of such global/regional PKI system is significant and is not addressed in this document.  The location of the root of trust is not addressed in this document.

The solution may introduce new risk of the compromise of the Certificate Authority which issues certificates.

9.3.3.7
Conclusion
What risks this solution mitigates, and what risks remain, depend partly on what entity operates the provisioning server - which is not yet clear in the solution description.  Subject to this point of uncertainty, this solution potentially meets all of the key issues - but it also introduces significant overheads (the creation of a PKI system to support this solution) and additional technical risks (compromise of the certificates used).
~ ~ ~ End of first text proposal ~ ~ ~
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