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3
Rationale

This pCR tidies up the references, deletes the Key Issue and Solution templates and deleted the unused annex A.
4
Detailed proposal
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******************************   Start of Change 3  ****************************
9.2.3.1
Key Issues

This solution does not mitigate a security issue due to a compromise at the manufacturer as all of the keys are preinstalled by the manufacturer.

This solution can mitigate against all of the other potential attacks listed for key issue #1.

Where the AMF indication is used to indicate the K/Opc or K/TOPc to use, this communication is suitably replay protected and integrity protected by the authentication procedure (see 3GPP TS 33.102 [3]).   

Where USIM OTA is used to indicate the K/Opc or K/TOPc to use, this communication should be integrity protected, privacy protected and replay protected by the OTA protocol.  Note: from the current options, only AES is recommended as a secure enough ciphering algorithm.
This solution mitigates Key issue 2 by updating the key to use on each effected USIM individually.
******************************   End of Change 3  ****************************

******************************   Start of Change 4  ****************************

9.4.2.1
Solution overview
NOTE1:
In this clause the terms "UICC" and the "HSS" are referred to.  These should be understood as shorthand, referring respectively to the "device’s UICC / secure element (or wherever the long term key is stored)" and the "HSS (or its Next Generation Systems equivalent)".

NOTE2:
In this clause, the GSM term "Ki" to refers to the long-term shared secret key stored in the UICC and the HSS – assuming that NextGen security remains largely based on such a shared secret key.  The UMTS or LTE equivalent would be K.  The terminology for NextGen is not yet decided.

Clause 7.1.1 lists a number of ways in which the original shared secret key might leak to an attacker.  Many of the possible leakage points arise from the initial provisioning process.  This solution involves a key exchange protocol being run between the UICC and the home network HSS, in order to create a newly agreed Ki value to replace the existing one.  Elliptic Curve Diffie Hellman would be a suitable key exchange algorithm.

Exposing the HSS to update may in itself introduce new risks, and so should be handled with great care.  One might consider running the key exchange protocol with a proxy for the HSS rather than with the HSS directly. However, the benefits of doing this are not entirely clear.  Below, it is recommended that the update protocol take place over 3GPP-standardised signalling, rather than over the internet; and it is also recommended that the HSS, rather than the UICC, be the entity to trigger the update protocol.  With these two points in mind, it is recommended for simplicity that the update protocol be carried out by the HSS directly, rather than by a proxy.

The key exchange protocol should be authenticated using the pre-existing shared secret, so that an attacker who does not already know the secret cannot act as man-in-the-middle at all.  An attacker who does already know the secret may be able to act as man-in-the-middle during the key exchange protocol; however, a good protocol design can ensure that this attacker will have to remain as an active man-in-the-middle, essentially forever, in order to exploit that.

Using a key exchange protocol raises a risk that this protocol itself might be compromised over the lifetime of Next Generation Systems (perhaps using quantum computers), and allow newly-exchanged keys to be recovered by an attacker. One counter-measure is that where parties to the protocol already have a shared secret (e.g. the UICC and HSS already share Ki), then this existing shared secret should be fed into the new key derivation function, together with the output from the key exchange protocol. That way, an attacker would have to know the existing shared secret and compromise the key exchange to learn the newly derived secret. A suitable key derivation algorithm can use HMAC-SHA256, as defined in 3GPP TS 33.220 [13], as follows:

new Ki = KDF (key exchange protocol output, initial Ki)

where “key exchange protocol output” refers to the shared secret resulting from the key exchange protocol, and “initial Ki” refers to the Ki value that was shared between the UICC and the HSS before the protocol was run, and that was used to authenticate the key exchange.
There are two alternative ways to carry the key exchange protocol messages:

1.
Over signalling messages.  In this case, signalling messages will have to be defined to carry the protocol messages between UICC / secure element (or wherever the long term key is stored) and the home network HSS (or its Next Generation Systems equivalent), across core and (potentially roamed-to) radio network.

2.
Over the user plane and the internet.

The recommended option is to carry the key exchange protocol messages over signalling messages.  This is the safer option.

There are two alternative entities that could initiate the key exchange protocol:

1.
The UICC.

2.
The HSS.

To maintain operator control, and mitigate possible DoS risks, the recommended option is to have the HSS trigger the key exchange protocol. Either way, the key exchange protocol should be run, and the long term key replaced, at the earliest feasible opportunity after the subscription is activated.  It is not necessary, though, to do this before any user traffic is allowed.

******************************   End of Change 4  ****************************

******************************   Start of Change 5  ****************************
9.4.2.5
Transport over USIM OTA protocol (Solution 4b)
In this option, the Diffe-Hellman exchange is transported by USIM OTA (3GPP TS 31.115 [5] and 3GPP TS 31.116 [14]).    This solution, whilst it is likely to need new USIMs to implement it, would work over all existing 3GPP technologies and when roaming. 
The HSS first communicates with the USIM OTA server to schedule the Initiate LTKUP process message.  The HSS provides the ECDH ephemeral public exponent and may format the message as an APDU.

The OTA server schedules and sends the Initiate LTKUP process message as a secure USIM OTA message (see TS 31.115[5]).  This could be achieved either by SMS or BIP as described in TS 31.111[15].  The USIM OTA security should be suitably strong and currently only AES with a key length equal or longer than the K being determined should be used.  Integrity shall be used. Counters shall be used. Ciphering is optional. The APDU could be a new standardised APDU or an extension of the AUTHENTICATE APDU.

The USIM Initial LTKUP response is returned either in the USIM OTA PoR message or by a separate USIM OTA message.  The USIM OTA security should be suitably strong and currently only AES with a key length equal or longer than the K being determined should be used. Other security requirements are as detailed above for the Initiate LTKUP process message.
Note: The K must not be changed until the response message has been acknowledged as sent, as the sending of the response may itself require authentication.
The next authentication will use the new K values (whether the counter is changed at this point is up to the HPLMN).  The SIM may trigger this authentication by taking an authenticatable action such as sending a USSD string.
When using this option care should be taken not to transport the initial K with the OTA keys or to update the OTA keys after issue (there are many standardised ways to do this).
9.4.2.6
Transport over USSD protocol (Solution 4c)
It is possible for a new protocol to be designed that is delivered over USSD for this purpose.  USSD is setup by the UE, can transport data messages of variable length and can keep a session live over many message exchanges.
As USSD strings originate from the UE, any solution based on USSD will need a means to trigger the USSD exchange.

As USSD messages are not secured, a security protocol will be needed to allow for integrity protection and replay attack resilience.

As the USSD data is not defined, a protocol for the LTKUP messages will need to be developed. 
9.4.2.7
Transport over BEST protocol (Solution 4d)
The BEST protocol (TS 33.163[16]) defines a secure protocol between the UE and the HPLMN.  This protocol can be used between the HSE in the HPLMN and the USIM by using BIP as defined in TS 31.111[15].
To initiate an LTKUP session a BEST session between the USIM and the HSE in the HPLMN will need to be setup by the USIM.  This USIM could do this as a result of an OTA trigger message or by some other means.
The BEST protocol provides a secure channel with cyphering, integrity protection and replay protection.  It is currently limited to 128-bit keys, so is currently not suitable for 256bit OpC values.

For BEST, a protocol for the LTKUP messages will need to be developed.
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