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Decision/action requested

To agree the proposed pCR for CAPIF-Sec TS 33.122
2
References

 [1]
3GPP TS 23.222:  Functional architecture and information flows to support Common API framework for 3GPP Northbound APIs
[2]
3GPP TS 33.122: Security Aspects of Common API Framework for 3GPP Northbound APIs.
[3]


IETF RFC 6749: The OAuth 2.0 Authorization Framework

3
Rationale

Resolution of following Editor’s note in clause 5.2.1 of TS 33.122 [2]. 


Editor’s Note: Authorization mechanism for Method 1 and Method 2 needs to be revisited. 

The editor’s note is resolved by updating Method 1 and Method 2 clauses with reference to procedure (clause) in TS 23.222 [1] that specifies how API exposing function shall obtain authorization rights from CAPIF core function. 

Following are summary of changes 
1. Update authorization mechanism for Method 1 and Method 2.
2. Remove the editor’s note.

It is proposed to SA3 to agree this pCR for CAPIF-Sec TS 33.122.
4
Detailed proposal

****************** Start of Change 1 ************************
5.2.1
General

Based on the selected security method by the CAPIF Core Function (c.f., clause 5.1.1), one of the methods specified in clause 5.2.2 shall be used by the API invoker and the API exposing function for CAPIF-2e interface authentication and protection. 


Editor’s Note: For Method 1 and Method 2, mechanism to obtain relevant security credentials for TLS before initiating TLS connection to be revisited.

****************** End of Change 1 ************************
****************** Start of Change 2 ************************
5.2.2.1
Method 1 – Using TLS-PSK

API invoker and API exposing function shall follow procedure in this sub-clause to establish dedicated secure session using TLS connection based on Pre-Shared Key. CAPIF-1e authentication shall be used to bootstrap a Pre-Shared key for authenticating a TLS connection for CAPIF-2e. 

Figure 5.2.2.1-1 details the message flows between API invoker, CAPIF core function and API exposing function, to establish secure CAPIF-2e interface using a pre-shared key for authentication. 
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Figure 5.2.2.1-1: CAPIF-2e interface authentication and protection using TLS-PSK
1.
CAPIF-1e authentication and secure session established as specified in clause 5.1.1 of this specification is performed. 

2.
After successful establishment of TLS on CAPIF-1e, the API invoker and the CAPIF core function shall derive the key AEFPSK. Derivation of the key AEFPSK at the CAPIF core function may be delayed till a request for AEFPSK is received from AEF in step 4A. 

Editor’s Note: Derivation of AEFPSK is FFS and could be based on TLS session master key, session parameters.

The Key AEFPSK shall be bound to an AEF identity. 

3. The API Invoker initiates the TLS establishment procedure with the AEF.

4.
AEF shall request for security information from the CAPIF Core Function to perform authentication and secure interface establishment with the API invoker. The CAPIF Core Function provides the security information related to the chosen security method (TLS-PSK: AEFPSK) to the AEF over CAPIF-3 reference point. 

5. The API Invoker and the AEF shall perform mutual authentication using the key AEFPSK and establish TLS session over the CAPIF-2e. 

After successful establishment of TLS on CAPIF-2e reference point, API exposing function shall authorize  API invoker’s service API invocation requests based on authorization rights obtained from CAPIF core function as specified in clause 8.16 of TS 23.222 [3].

****************** End of Change 2************************
****************** Start of Change 3 ************************
5.2.2.2

Method 2 – Using PKI 

API invoker and API exposing function shall follow procedure in this sub-clause to establish dedicated secure session over CAPIF-2e using TLS based on certificate based mutual authentication.

Figure 5.2.2.2-1 details the message flows between API invoker, CAPIF core function and API exposing function related to this security method. 
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Figure 5.2.2.2-1: CAPIF-2e interface authentication and protection using certificate based mutual authentication

1. API invoker shall initiate the mutual authentication with AEF based on client and server certificates to establish a TLS connection as specified in clause 5.1.1 of this specification.

2. AEF shall request for security information from the CAPIF Core Function to perform authentication and secure interface establishment with the API invoker. The CAPIF Core Function provides the security information related to the chosen security method (TLS-PKI) to the AEF over CAPIF-3 reference point. CAPIF core function may return API invoker’s root CA certificate for AEF to validate API invoker’s certificate.

3. Then the API Invoker and the AEF shall perform mutual authentication using certificates and establish TLS session over the CAPIF-2e.

After successful establishment of TLS on CAPIF-2e reference point, API exposing function shall authorize  API invoker’s service API invocation requests based on authorization rights obtained from CAPIF core function as specified in clause 8.16 of TS 23.222 [3].

****************** End of Change 3 ************************
