[bookmark: _GoBack]3GPP TSG SA WG3 (Security) Meeting #91	S3-181479
16 -20 April, Belgrade (Serbia)	was S3-181418

Source:	NTT DOCOMO
Title:	Authorization across N32 - pCR to Living Document: Security of Service Based Architecture of 5G phase 1
Document for:	Approval
Agenda Item:	4.1.13
1	Decision/action requested
Approve updates to the living document for SBA Phase 1
2	References
 [1]	S3-180888 Security of Service Based Architecture of 5G phase 1
3	Rationale
It is already established that authentication needs to be end to end, i.e. the receiving network needs to be aware of the originator. IPX providers may need to be able to modify some elements of the messages passed over the N32 interface.
According to GSMA model, there will be at most two IPX providers on the path of a single SBA request and response. So the generic model looks like this:
Operator A – IPX provider B – IPX provider C – Operator D
Assuming a message (request or response) is sent from Operator A to Operator D, we can observe that Operator A and intermediate IPX providers can apply integrity protection to the message, but it is ultimately Operator D that has the power to accept or reject modifications to the message.
Therefore, Operator A needs to convey to Operator D what kind of modifications it foresees by the IPX provider. This could be done with a policy similar to what is being proposed for encryption, i.e. giving a path to the JSON elements that may be modified and the operations that are allowable.
Proposal 1: Policies define what kind of modifications are allowable by giving a path to the element and giving the allowable operations.
Looking more into the details, Operator A has a business relation with IPX provider B and operator D has a business relation with IPX provider C. Therefore, Operator A understands and therefore can authorize what kind of changes IPX provider B can perform. Likewise, Operator D can authorize what kind of modifications IPX provider C can perform. Thus, the receiving Operator D would check the received modifications by IPX provider B against the policy received from Operator A, and the received modifications by IPX provider C against its own policy.
Proposal 2: Each operator defines the acceptable modification policy for its direct IPX provider. 
Authentication of the IPX providers' modifications would be based on certificates. Operator A would be a certification authority for IPX provider B's certificate, and Operator D would do the same for IPX provider C.
Proposal 3: The peering agreements of operators with IPX providers would include the root certificates of the IPX provider and the operator.
In case a policy is violated, the Operator D shall return an error message to the originator stating that there was a policy violation and therefore the message was rejected.
4	pCR to Living Document

4.3.2.2.2.2 Authorization of modifications based on JSON patch
The receiving SEPP requires a policy S which elements may be changed by the first IPX provider and a policy R which elements may be changed by the second IPX provider.
The sending SEPP shall inform the receiving SEPP of policy S either out of band or by including the policy (or link thereto) in the message itself. The receiving SEPP shall apply the policy that policies shall not be modified by intermediate IPX providers. Policy R shall be local to the receiving SEPP.
Each policy shall consist of a list of paths with the allowed operations. Below is an example:
    "allowed-operations": [
      {
        "op": "replace",
        "path": "/HTTP-headers/Host"
      },
      {
        "op": "replace",
        "path": "/HTTP-headers/Content-Length"
      },
      {
        "op": "add",
        "path": "/HTTP-body/new_element"
      }
    ]

The receiving SEPP shall verify the modifications proposed by the first IPX in the incoming message against policy S. If a policy violation occurred, the receiving SEPP shall inform the sending SEPP of the policy violation in an error message with the appropriate HTTP error code and enough information for the sending SEPP to pinpoint the policy violation. The receiving SEPP shall discard the incoming message. The SEPP sending the original message (i.e. the one receiving the error message) shall apply the policy that policy violation messages shall not be modified by intermediate IPX providers. 
The receiving SEPP shall verify the modifications proposed by the second IPX in the incoming message against policy R. If a policy violation occurred, the receiving SEPP shall inform the second IPX provider out of band. The receiving SEPP shall also inform the sending SEPP of the fact that a policy violation occurred in an error message with the appropriate HTTP error code, and discard the incoming message. The SEPP sending the original message (i.e. receiving the error message) shall apply the policy that policy violation messages shall not be modified by intermediate IPX providers. 
Editor's Note: what the sending SEPP will do when receiving an error code is FFS.
4.3.2.2.2.3 Authentication of intermediaries
Each intermediary shall have its own certificate infrastructure. The sending SEPP shall include the root CA of the first IPX intermediary in its policy. The sending SEPP shall sign its policy.


