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Decision/action requested

Endorse proposal below
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3
Rationale
3.1
Summary
Currently TS 33.501 specifies OAuth2.0 token-based authorization to be used both intra and inter PLMN. However, in this contribution we identify issues with inter-PLMN token-based authorization as currently specified in TS 33.501 clause 13.4.1.2.

3.2. 
Lack of end-to-end authentication or visibility 

As the SEPPs need to terminate TLS, NFs in different PLMNs do not see the certificate of the other NF or NRF but the certificate of the SEPP. Hence mutual authentication between NFs or NRFs in different PLMNs is not possible with TLS certificates. 
Furthermore, the SEPPs may perform topology hiding, hence NFs or NRFs in one PLMN maynot even know  exactly which NF in the other PLMN they communicate with.

Finally, authentication between NFs in different PLMN would most probably require roaming partners to agree on a common PKI, which seems highly complicated. 

Summarizing, the 5G system in its current form does not provide authentication or possibly not even visibility of an NF service consumer towards the authorization server (NRF) in another network. Hence service authorization with NF-level granularity does not seem to make much sense.

It could be discussed whether the hSEPP, which can authenticate towards the hNRF, can be involved in the token related flows. It could also be discussed whether authorization on different granularity than service consumer identity makes sense. However, these questions would need to be decided in order to design a token-based authorization procedure for the inter-PLMN case.
 

3.3
Lack of end-to-end secure channel

There is no end-to-end TLS or other secure channel between NFs in different PLMNs. Hence it is possible that tokens get stolen in transit and could be used for malicious API access. 
It would be possible to bind tokens to client, for example to NF consumer certificate to prevent misuse of tokens.  Also the alternatives briefly described in clause 3.1 (different granularity, involve hSEPP) may mitigate this problem. However, it still holds that these questions would need to be decided in order to design a token-based authorization procedure for the inter-PLMN case. 
3.3
Conclusions
This contribution shows that token-based authorization for the inter-PLMN case is more complicated than it first seemed. 

If SA3 can’t resolve the issues quickly, an alternative could be to postpone the inter-PLMN case to Rel-16. For Rel-15, SA3 could then fall-back to SEPP-SEPP authorization on PLMN-level granularity. 
4
Detailed proposal

Proposal 1:  


If there is no clear way forward for the issues pointed out in this contribution in Rel-15, e.g. due to open issues in interconnect security solutions, SA3 should do the following:

remove inter-PLMN token-based authorization from 33.501, specify static authorization configuration between SEPPs and postpone inter-PLMN token-based authorization to Rel-16 .

