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Decision/action requested

Endorse proposals below. 
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Rationale
3.1
Summary 

The aim of this contribution is 

1. Provide rationale for the related CR S3-181406 on NF-NF authentication, intra-PLMN case, 
2. Provide additional information for the related contribution S3-181407 and S3-181409 on TLS NF-SEPP,

3. Provide proposals for SEPP-SEPP authentication, and NF-NF authentication in the inter-PLMN case. 
3.2
Authentication status in TS 33.501
Currently 33.501 only specifies NF-NRF authentication.
· NF-NRF Authentication is based on TLS client and server certificates, NDS/IP or physical security
· NF- NF Authentication is not specified
· NRF- NRF, NF- SEPP, NRF- SEPP, SEPP- SEPP Authentication is not specified
3.3
Open issues with authentication
3.3.1 
NF-NF and NRF to -NRF authentication issues

Inside one PLMN, NF-to-NF authentication is rather straightforward because the same mechanism as for NF-to-NRF authentication can be used. If token-based authorization is used, it is possible to optimize by using the token as client credential. (Transport security as in clause 13.1 of TS 33.501 ensures that only the correct NF consumer can present the token to the NF producer.) Hence in this case, only server-side certificates are needed for NF-to-NF TLS authentication.
Following this argumentation, the companion contribution S3-18xxxx proposes NF-to-NF authentication, for the intra-PLMN case, to TS 33.501.

In the inter-PLMN case, authentication between NFs (including between NRFs) is not so straightforward. TLS authentication cannot be used end-to-end between NFs in different PLMNs, as the SEPP needs to terminate TLS. Hence vNF/vNRF certificates are not visible to hNF/hNRF and vice versa. Additionally, operators may want to use topology-hiding and not reveal the identities of their NFs to their roaming partners. Accordingly, we propose to endorse the following:

Proposal 1: Authentication between NFs (including NRFs) in different PLMNs is not to be specified in Rel-15.  
3.3.2
NF-SEPP and NRF-SEPP Authentication issues
Not all NFs within the same PLMN should be allowed to send requests to other networks via the SEPP, hence NF-SEPP authorization is needed. Authorization requires at least server-side authentication, but TLS-based authentication for SEPP access is problematic with the current authentication flows:
· The FQDN in the request-URI points to the remote PLMN domain, which is not owned by SEPP
· The SEPP needs to provide an impersonated certificate representing the remote PLMN
· or FQDNs of remote PLMNs would need to resolve to the SEPP's IP address
Solution options for TLS issues are presented in the contribution S3-181407 and S3-181409. 
3.3.3
SEPP-SEPP Authentication issues
SEPP-SEPP authentication is not currently specified in TS 33.501, but clause 13.5 specifies TLS between SEPPs to be used for capability negotiation. This provides also SEPP-SEPP authentication but authenticates only the secure negotiation channel.
The SEPP-SEPP authentication method is dependent on the chosen solution for N32 security. 

If only hop-by-hop TLS is used, each SEPP would authenticate its next-hop IPX provider but would not be able to authenticate the remote SEPP. 


TLS end-to-end between SEPPs would solve the authentication issues but does not meet the IPX requirements regarding visibility of messages sent over N32. TLS with null-encryption would solve SEPP-SEPP authentication and would provide IPX visibility of messages over N32, but IPX providers would not be able to modify messages without breaking integrity. The security solution chosen for protection of the N32 interface should also provide SEPP-SEPP authentication., e.g. one possibility is to re-use the TLS-tunnel used for capability negotiation.
Following the argumentation above, we propose to endorse the following:

Proposal 2: The security solution chosen for protection of the N32 interface should also provide SEPP-SEPP authentication.     

4
Detailed proposal

It is proposed to endorse the following proposals: 
Proposal 1: Authentication between NFs (including NRFs) in different PLMNs is not to be specified in Rel-15.  
Proposal 2: The security solution chosen for protection of the N32 interface should also provide SEPP-SEPP authentication.

See also the contributions S3-181406 (NF-NF authentication, intra-PLMN case) and S3-181407, S3-181409 (TLS for NF-SEPP) for which this contribution provides motivation.

