Page 1



3GPP TSG-SA WG3 Meeting #91 
S3-181400
Belgrade (Serbia), 16-20 April 2018

	CR-Form-v11.2

	CHANGE REQUEST

	

	
	33.310
	CR
	0092
	rev
	-
	Current version:
	14.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	X
	Core Network
	X


	

	Title:

	Use of fields in CMPv2 

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	S3

	
	

	Work item code:
	NDS_Backhaul
	
	Date:
	2018-04-09

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	Use of caPubs field and extraCerts fields in TS 33.310 is not according to RFC 4210. This causes confusion in the implementation.  

The informative annex H is missing a solution to provide root certificate of the participating operators in a RAN sharing scenario.

	
	

	Summary of change:
	A note is added to clarify the difference between the IETF RFC and 3GPP TS regarding the use of extraCerts and caPubs fields. 

A solution is added to informative annex H.



	
	

	Consequences if not approved:
	Confusing  and ambiguous specification. 

	
	

	Clauses affected:
	9.5.4.3, 9.5.2, Annex H

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


****BEGIN CHANGES ****

9.5.4.3
Initialization Response

The Initialization Response as specified in [4] shall contain exactly one generated base station certificate, i.e. the size of the sequence for CertResponse shall be 1 in all cases.

The following profile shall be applied to the CertRepMessage field and its sub-fields:

-
The generated certificate shall be transferred to the base station in the certifiedKeyPair field of the CertResponse field. The transfer shall not be encrypted (i.e. the certificate field in CertorEncCert shall be mandatory).

The extraCerts field of the PKIMessage carrying the initialization response shall be mandatory and shall contain the operator root certificate and the RA/CA certificate (or certificates if separate private keys are used for signing of certificates and CMP messages). There may be several operator root certificates, e.g. for RAN sharing scenarios in Annex H.  If the RA/CA certificate(s) are not signed by the operator root CA, also the intermediate certificates for the chain(s) up to the operator root certificate shall be included in the extraCerts field.
****NEXT CHANGES ****

9.5.2
Profile for the PKIMessage

The following profile shall be applied to the PKIMessage as specified in [4]:

-
The support and usage of the optional protection field of type PKIProtection is required by this profile. The message-specific private key to be used in the base station is specified in the subclause 9.5.4 in the profiling of the single PKI message bodies for requests sent by the base station. For the RA/CA the RA/CA private key shall be used, or the separate RA/CA private key for signing CMP messages, if base station certificates and CMPv2 messages are signed by different private keys.

-
The support of the optional extraCerts field is required by this profile. The certificates within this field may be ordered in any order. The message-specific content of this field is specified in the subclause 9.5.4 in the profiling of the single PKI message bodies.

-
All CMPv2 messages used within this profile shall consist of exactly one PKIMessage, i.e. the size of the sequence for PKIMessages shall be 1 in all cases.
NOTE: 
The definition in this specification is different with IETF RFC4210 [4]. For caPubs field, RFC4210 intends to use it to carry trusted certificate(s); In the current specification, caPubs field is not used. For extraCerts field, RFC4210 defines it as optional field and used to carry useful certificates. The current specification defines extraCerts as a mandatory field and to carry the certificate chain up to the root. 
****NEXT CHANGES ****

Annex H (informative):
Guidance on eNB Certificate Enrolment in MOCN LTE RAN sharing
3GPP TS 23.251 [31] defines two basic models for network sharing, namely the Gateway Core Network (GWCN) configuration and the Multi-Operator Core Network (MOCN) configuration. 3GPP TS 23.251 [31] does not guide on SEG placement in the architecture. In some LTE RAN sharing deployments according to the MOCN configuration, the eNB may need to connect not only to SEGs deployed by the hosting operator but also to SEGs deployed by participating operators. These SEGs are equipped with certificates issued by the RAs/CAs of the operators to which they belong.

The shared eNB is provisioned with the root certificate of the hosting operator’s CA and an eNB certificate issued by the hosting operator’s CA after the successful certificate enrolment procedure specified in clause 9 of the present specification has been performed successfully. An IPsec security association between the eNB and the SEG of hosting operator can be set up and a link with an OAM entity can then be established. It is assumed that the shared eNB is managed by a single O&M entity controlled by the hosting operator.
The issue addressed in this Annex is when an IPsec security association between the eNB and the SEG of a participating operator is wanted. This cannot succeed because neither the shared eNB nor the SEG of the participating operator can verify the certificate held by the other entity unless additional steps are taken. Three solutions can be used to solve this issue.

Solution 1

The shared eNB can be provisioned with the root certificates of the participating operators’ CAs by the OAM entity managing the eNB. Consequently the eNB can verify the certificates of the SEGs of the participating operators. 
The SEGs of participating operators can be provisioned with the root certificate of the hosting operator’s CA so that the SEGs of participating operators can verify the shared eNB certificate issued by the hosting operator. Consequently the shared eNB and the SEGs of the participating operators can set up IPsec security associations between them.
Solution 2

The shared eNB can be provisioned with the necessary participating operators’ RA/CA information (e.g., address of the participating operators’ RAs/CAs, root certificates of the participating operators’ RAs/CAs, etc) by the OAM entity managing the eNB . The shared eNB can then perform the certificate enrolment procedure specified in clause 9 with every participating operator RA/CA. The shared eNB can get the root certificates of the participating operators’ CA and the eNB certificate issued by the participating operators’ RA/CA. Consequently the shared eNB and the SEGs of the participating operators can set up IPsec security associations between them.

Solution 3

During the initial enrolment with the hosting operator’s CA, the shared eNB can be provisioned with the hosting operator’s root certificate as well as the participating operators’ root certificates in extraCerts field specified in clause 9. After performing certificate enrolment procedure once, the shared eNB can get its eNB certificate issued by the hosting operator’s CA, the hosting operator’s RA/CA certificate(s), and the participating operators’ root certificates. 
The SEGs of participating operators can be provisioned with the root certificate of the hosting operator’s CA so that the SEGs of participating operators can verify the shared eNB certificate issued by the hosting operator. Consequently, the shared eNB and the SEGs of the hosting and participating operators can set up IPsec security associations between them. 

****END OF CHANGES ****

