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	Reason for change:
	This CR addresses three separate but related aspects:

1. When OAuth based service access authorization is used in roaming scenarios, it is assumed that the two NRFs involved in authenticating and authorizing the OAuth client (viz., NF service consumer) trust each other as the task of authorizing and authenticting NF service consumer is split between the two NRFs - Visiting NRF authenticates the client whereas Home NRF authorize the client before generating the access token. Thus the two NRFs need to trust each other.

2. NF to NF authentication in case of roaming scenario – Within the PLMN, TLS is used as an authentication mechanism between two NFs. But when the two NFs are in two different networks and there is SEPP in between, direct TLS based mutual authentication between two NFs doesn’t work.
3. NRF to NRF authentication in roaming scenarios – same as point 2)
There are two ways for the two Network functions in different partner networks to develop trust on each other:
1. Explicit mutual authentication based on service layer authentication between the two NFs i.e. NFs <> NFs authenticate each other.
     a. There is a separate service layer procedure for NFs (and NRFs, as a special 
         NF) to authenticate each other across networks.
     b. This is used as an alternate to TLS in roaming scenarios

2. Implicit trust based on mutually authenticated trust at hop by hop interfaces - NFv <---> SEPPv <---> SEPPh <---> NFh. Between two NFs, there are three legs that mutually authenticate each other based on transport layer security mechanism:

    a. NFv sets up a mutually authenticated TLS connection with SEPPv.

    b. NFh sets up a mutually authenticated TLS connection with SEPPh.

    c. The two SEPPs perform TLS based mutual authentiation as part of its initial 

        handshake where it exchanges capability negotiation etc.

Not directly connected but equally important is to note that there’s application layer security between two SEPPs for secure transfer of application layer information such as access tokens etc.

Thus it can be safely deduced that the two NFs in roaming networks can trust each other based on successful hop by hop mutual authentiation based on TLS as described in point 2 above.

In our view, implicit trust based on hop by hop authentication is sufficient and there is no need for any explicit service layer authentication procedure between NFs (and NRFs) in partner networks.
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* * * First Change * * * 
13.3
Authorization and authentication between network functions and the NRF

NRF and NF shall authenticate each other during discovery and registration. If the PLMN uses protection at the transport layer, authentication provided by the transport layer protection solution shall be used for mutual authentication of the NRF and NF.

Procedures for transport layer protection of service base interfaces are specified in clause 13.1 of the present document.

If the PLMN does not use protection at the transport layer, mutual authentication of NRF and NF may be implicit by NDS or physical security.

After successful authentication between NRF and NF, the NRF shall decide whether the NF is authorized to perform discovery and registration.

 
For non-roaming scenario, the NRF authorizes the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF service and the type of the NF service consumer, the NRF determines whether the NF service consumer is allowed to discover the expected NF instance(s). As described in clause 4.17.4 of TS23.502 [8].

For roaming scenario, the NRF of the NF Provider shall authorize the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF Service, the type of the NF service consumer and the serving network ID.

* * * End of Change * * * *


