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* Start of first change *

5.10
Visibility and configurability 

5.10.1
Security visibility

Although in general the security features should be transparent to the user or application, for certain events and according to the user's or application's concern, greater visibility of the operation of following security feature shall be provided:

-
AS confidentiality: (AS confidentiality, Confidentiality algorithm, bearer information)

-
AS integrity: (AS integrity, Integrity algorithm, bearer information)

-
NAS confidentiality: (NAS confidentiality, Confidentiality algorithm)

-
NAS integrity: (NAS integrity, Integrity algorithm)

The UE shall provide above security information to the applications in the UE (e.g. via APIs) ), on a per PDU session granularity. 

The serving network identifier shall be available for applications in the UE.
An example implementation is given in informative Annex X
.  
* End of first change *

* Start of second change *

Annex X (informative):

The home operator shall be able to authorise the release of the status of the security features listed in clause 5.4. for display, based on a mechanism similar to that provided by the ciphering indicator in 3GPP TS 31.102 V14.4.0 (2017-10) Characteristics of the Universal Subscriber Identity Module (USIM) application (Release 14)   clause 4.2.18
EFAD (Administrative Data)

“Byte 3 (second byte of additional information):

	
	
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	b1=0: ciphering indicator feature disabled

b1=1: ciphering indicator feature enabled

	
	
	
	
	
	
	
	
	
	
	b2: CSG Display Control bit, see below

	
	
	
	
	
	
	
	
	
	
	b3: ProSe services for Public Safety, see below

	
	
	
	
	
	
	
	
	
	
	b4: extended DRX cycle

	
	
	
	
	
	
	
	
	
	
	RFU (see TS 31.101)


b1 is used to control the ciphering indicator feature as specified in TS 22.101 [24]. “

The USIM shall support the storage and processing of an array of data relating the security features and their real time status.  An example of such an array on a PDU session granularity level is shown below



	Column 1
	Column 2
	Column 3
	Column 4
	column 5
	Col 6

	Security feature  name 
	Security posture symbol  ok or

neutral  or not ok  
	Friendly message set by user in profile on device  


	Enabled in this PDU session  
	set as preferred  in user profile on device  


	Authorised to display by HO

	AS confidentiality
	ok
	Optional
	Y
	Y
	Y

	AS integrity
	not ok
	Optional
	N
	Y
	Y

	NAS confidentiality
	ok 
	Optional
	Y
	Y
	Y

	NAS integrity
	ok
	Optional
	Y
	Y
	Y

	Serving network identifier 
	neutral 
	Optional
	Y
	Y
	N


	PDU session 1   


 
	Other security features  
	ok
	Optional
	Y
	Y
	Y




1) The USIM shall provide a mapping between the formal names of each feature e.g.  “U- Plane Ciphering algorithm NEA0” a user friendly message set by user in profile on USIM e.g. “set up my VPN” Note: how this mapping is set up by the user, UI etc. is the responsibility of the application provider and outside the scope of 3GPP     

2) The USIM shall at a minimum, provide a comparison of the status of the security feature selected in current connection and that set as preferred in user profile in the USIM  

3) As a result of this comparison, the friendly message set by user in profile on device shall be sent to the application by the USIM for display, but only for rows in the array where the security posture is evaluated by the above logic is OK and the release of that security feature for display has been authorised by their home operator  

4) There shall be a restriction on the size of the friendly message and stored as Unicode so all character sets are supported   

5) The default if no friendly message is set shall be the Security feature name   

6) The user shall be able to Import/Export of friendly message into the USIM. How this is achieved is outside the scope of this specification.       

7) The serving network identifier shall be available for applications in the UE.

8) Optional additional status flags (Yes or No) may be taken into account in determine the security posture by adding additional columns to the array. Note: For example, a serving network country legal mandate may overrule an application Service Provider or end user selection. 

9) The column position of these optional additional status flags shall determine the precedence, with those at the left overruling those at the right
A typical implementation rules are shown below and are repeated for each row.

Note on conventions: {} identifies the answers to earlier if statement, [] identifies the column and () contain comments. The logic has been shown with indents to better show the nesting of the statements. The logic works by checking the same rows on the columns being checked.

To generate the summary value for each row the follow logic is used.

If [Current Column] Value, is not equal to NA (Not applicable= No preference or limit set)?


{Yes} Is [Current Column] value equal to [Previous Column] summary value (compound value) of?



{Yes} [Current Column] Summary value equals Value set.



{No} is [current Column] Value set ="Yes"?




{Yes} [Current Column] Summary value set as [Previous Column] Summary value




{No} [Current Column] Summary value set as [Current Column] Summary value.


{No} [Current Column] summary value set as [Previous Column] Summary value

To generate the SECURITY POSTURE acceptable symbol the following logic is used.

If [Current Column] Value equals "Yes"?


{Yes] [Current Column] SECURITY POSTURE Acceptable set as the “OK” symbol (symbols are recommended to be used so the result displayed to the user is language agnostic as well as only requiring a small amount of screen space).


{No} [Current Column] Value equal [Previous Column]?



{Yes} [Current Column] SECURITY POSTURE acceptable set as “OK”


{No} [Current Column] SECURITY POSTURE not acceptable set as “not OK”
Or if the indication for that feature is not authorised to display by HO then the SECURITY POSTURE shall be set as “neutral” 
Only the message set by user in the profile on device shall be sent to the application for display and then only for rows in the array where the security posture is evaluated by the above logic is “not OK”     

* End of second change *
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