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1
Decision/action requested

It is proposed to approve the updates given in this pCR.
2
References

[1]
3GPP TS 33.122 v0.1.0 "Security aspects of Common API Framework for 3GPP Northbound APIs"
[2]
3GPP TS 23.222 v15.1.0 "Common API Framework for 3GPP Northbound APIs; Stage 2"
3
Rationale

3.1

CAPIF stage 2 TS references to security TS

The latest version of CAPIF stage 2 TS 23.222 [2] has 5 Editor's Notes pointing to the SA3 spec. This indicates that the appropriate solutions corresponding to these stage 2 procedures are expected to be covered in the CAPIF security TS 33.122 [1].

However, the latest TS 33.122 structure (i.e. ToC) does not have subclauses to fully cover them.  Therefore, appropriate subclauses needs to be added in TS 33.122 to capture security solutions for them.

It should be noted that the subclauses quoted below from TS 23.222 [2] covers from "functionality" perspective (i.e. authentication and authorization), and does not expliclty separate whether the API invoker is inside (CAPIF-1, -2) or ourside the PLMN trust domain (CAPIF-1e, -2e).

	[From TS 23.222 v15.1.0]
8.10
Authentication between the API invoker and the CAPIF core function

8.10.1
General

The procedure in this subclause corresponds to the architectural requirements for authentication between the API invoker and the CAPIF core function.

8.10.2
Information flows

NOTE:
It is in SA3 scope to develop the security related information flows for this procedure.

Editor's note: Reference to the appropriate SA3 specification is needed.
8.10.3
Procedure

<…skipping to save space…>

8.11
API invoker obtaining authorization to access service API

8.11.1
General

The API invoker requires to execute this procedure when it needs to obtain or re-obtain (e.g. upon expiry of the authorization information) the authorization to access the service API. Once the API invoker receives the authorization to access the service API, the API invoker can perform one or multiple service API invocations as per the permission limit. This procedure may be performed during the API invoker onboarding process.

8.11.2
Information flows

NOTE:
It is in SA3 scope to develop the information flows for this procedure.

Editor's Note:
Reference to the appropriate SA3 specification is needed.
8.11.3
Procedure

<…skipping to save space…>
…

<skipping non-relevant parts>

…

8.14
Authentication between the API invoker and the AEF prior to service API invocation
8.14.1
General

The procedure in this subclause corresponds to the architectural requirements for authentication of the API invoker by the AEF.

To reduce latency during API invocation, the API invoker associated authentication information can be made available at the AEF after authentication between the API invoker and the CAPIF core function.

8.14.2
Information flows
NOTE:
It is in SA3 scope to develop the security related information flows for this procedure.

Editor's note: Reference to the appropriate SA3 specification is needed
8.14.3
Procedure

<…skipping to save space…>

8.15
Authentication between the API invoker and the AEF upon the service API invocation

8.15.1
General

The procedure in this subclause corresponds to the architectural requirements for authentication of the API invoker by the AEF upon the service API invocation.

To reduce latency during API invocation, the API invoker associated authentication information can be made available at the AEF after authentication between the API invoker and the CAPIF core function.

8.15.2
Information flows
NOTE:
It is in SA3 scope to develop the security related information flows for this procedure.

8.15.2.1
Service API invocation request with authentication information

The information flow service API invocation request with authentication information from the API invoker to the AEF is service API specific and the complete detail of the service API invocation request is out of scope of the present document. Table 8.15.2.1-1 describes only the CAPIF related information elements which are included in the service API invocation request.

Table 8.15.2.1-1: Service API invocation request with authentication information

Information element

Status

Description

API invoker identity information

M

The information that determines the identity of the API invoker

Authentication information

M (see NOTE)

The authentication information obtained before initiating the service API invocation request

Service API identification information

M

The identification information of the service API for which invocation is requested. The service API identification information is part of the specific service API invocation request.

NOTE:
The specific aspect of this information element is in the scope of SA3. 

Editor's note:
Reference to the appropriate SA3 specification is needed.
8.15.2.2
Service API invocation response

The information flow service API invocation response from the AEF to the API invoker is service API specific and the complete detail of the service API invocation response is out of scope of the present document. Table 8.15.2.2-1 describes only the CAPIF related information elements which are included in the service API invocation response.

Table 8.15.2.2-1: Service API invocation response

Information element

Status

Description

Result

M

Indicates the success or failure of service API invocation.

8.15.3
Procedure

<…skipping to save space…>

8.16
API invoker authorization to access service APIs

8.16.1
General

The procedure in this subclause corresponds to the architectural requirements for API invoker authorization to access service APIs.

A secure communication channel is mandatory in CAPIF.

To reduce latency during API invocation, the API invoker associated authorization information can be made available at the AEF after authentication between the API invoker and the CAPIF core function.

8.16.2
Information flows
NOTE:
It is in SA3 scope to develop the security related aspects in the information flows for this procedure.

Editor's note:
Reference to the appropriate SA3 specification is needed.
8.16.2.1
Service API invocation request

The information flow service API invocation request from the API invoker to the AEF is service API specific and the complete detail of the service API invocation request is out of scope of the present document. Table 8.16.2.1-1 describes only the CAPIF related information elements which are included in the service API invocation request.

Table 8.16.2.1-1: Service API invocation request

Information element

Status

Description

API invoker identity information

M

The information that determines the identity of the API invoker

Authorization information

O (see NOTE)

The authorization information obtained before initiating the service API invocation request

Service API identification information

M

The identification information of the service API for which invocation is requested. The service API identification information is part of the specific service API invocation request.

NOTE:
The inclusion of this information element depends on the chosen solution for authorization. 

8.16.2.2
Service API invocation response

The information flow service API invocation response from the AEF to the API invoker is service API specific and the complete detail of the service API invocation response is out of scope of the present document. Table 8.16.2.2-1 describes only the CAPIF related information elements which are included in the service API invocation response.

Table 8.16.2.2-1: Service API invocation response

Information element

Status

Description

Result

M

Indicates the success or failure of service API invocation.

8.16.3
Procedure

<…skipping to save space…>




Observation 1: The Editor's Note in stage 2 spec that refers to SA3 spec needs to be sufficiently covered in TS 33.122.

3.2
Exising structure and coverage of CAPIF reference points in TS 33.122 (v0.1.0)

3.2.1
Coverage of CAPIF-1 and CAPIF-2 reference points

The latest TS 33.122 [1] clause 5 covers the produre for CAPIF-1e and CAPIF-2e with specific contents.  As there is no reference to CAPIF-1 and CAPIF-2 in these subclauses, it is assumed that these contents are specifically for CAPIF-1e and CAPIF-2e only (i.e.  API invoker is outside the PLMN trust domain).
Given this assumption, TS 33.122 [1] does not explicitly cover security procedures related to CAPIF-1 and -2 reference points (i.e. API invokers inside the PLMN trust domain). Instead, these reference points are implicitly covered under subclause 5.3 (by combining all CAPIF-1/2/3/4/5 together). But doing so will make it less clear in terms of what the differences are between CAPIF-1/2 and CAPIF-1e/2e (if there is any). It will be much clearer to have individual subclauses for CAPIF-1/1e/2/2e at the same subclause level.
Observation 2: the latest TS 33.122 does not sufficiently cover CAPIF-1 and CAPIF-2 reference points.

3.2.2
Discrepancy with stage 2 spec on CAPIF-1/1e and CAPIF-2/2e reference points

Related to the point made just above, the latest TS 33.122 [1] indicates that the use of TLS is discussed in the context of CAPIF-1e and CAPIF-1e referece points only.  It does not specify anything regarding how the mutual authentication and authorization is done in CAPIF-1 and CAPIF-2. This creates discrepancy with the stage 2 spec in TS 23.222 [2].

The stage 2 spec describes application layer level procedures and message flows for interaction such as: 1) onboarding, 2) authentication, 3) authorization, etc.  They are *NOT* specific to where the API invoker is located (i.e. inside the PLMN's trust domain (CAPIF-1, -2) or outside of it (CAPIF-1e, -2e)). In other words, how the mutual authentication and authorization is done for all 4 reference points (CAPIF-1/1e/2/2e) need to be equally specified in TS 33.122.  However, the latest TS 33.122 covers only a part of it.
By definition, the use of TLS covers underlying authentication between 2 endpoints. This negates the necessity to do any application layer level authentication procedure like the way the stage 2 spec defines (TS 23.222, clause 8).  If the use of TLS sufficiently covers the need for authentication thus negates any need for application layer level procedure, then the SA3 spec effectively nullifies what's defined in the stage 2 spec, implying the stage 2 spec needs to be modified. 
On the other hand, because the current TS 33.122 does not cover how the authentication is achieved in CAPIF-1 and -2 reference points, the SA3 solution covers only half the scenarios, resulting in incomplete spec.
The following figure illustrates this point.

	Procedure
	Ref point
	Stage 2 TS 23.222 v15.1.0
	SA3 TS 33.122 v0.1.0

	Procedure between API invoker and CAPIF core function (CAPIF-1/1e)
	Authentication
	CAPIF-1
	Application layer level procedure (subclause 8.10)
	Not covered

	
	
	CAPIF-1e
	
	TLS (subclause 5.1)

	
	Authorization
	CAPIF-1
	Application layer level procedure (subclause 8.11)
	Not covered

	
	
	CAPIF-1e
	
	Not covered

	Procedure between API invoker and API exposing function
(CAPIF-2/2e)
	Authentication
	CAPIF-2
	Application layer level procedure (subclause 8.14, 8.15)
	Not covered

	
	
	CAPIF-2e
	
	TLS (subclause 5.2)

	
	Authorization
	CAPIF-2
	Application layer level procedure (subclause 8.16)
	Not covered

	
	
	CAPIF-2e
	
	Not covered


Table 1: authention/authorization in stage2 vs. SA3 spec
Observation 3: the latest TS 33.122 only partially cover the scenarios stage 2 defines.

Obervation 4: the use of TLS negates the application layer level authentication procedures defined in the stage 2 spec, implying that the stage 2 spec needs to be changed.
3.2.3
Incorrect use of Authorization mechanism

TS 33.122 subclause 5.2 defines 3 methods of how the mutual authentication is established between the API invoker and the CAPIF core function. Specifically, method 3 (subclause 5.2.2.3 "token based authorization") uses OAuth2.0 as the underlying mechanism.
It should be noted that OAuth is an "authorization" protocol. Therefore, in Method 3, what is achieved in this procedure is "an authorization to get authenticated".  However, the authorization procedure defined in stage 2 spec TS 23.222 is "an authorization to access the service API".  Therefore, the procedure Method 3 defined in TS 33.122 does *NOT* address the purpose of what stage 2 procedure intends to achieve. 
Obervation 5: Method 3 defined in TS 33.122 addresses different problem from what the stage 2 spec intends to achieve with the authentication procedure.

3.2.4
Other CAPIF reference points

As mentioned earlier, CAPIF 1/2/3/4/5 reference points are all covered under a single subclause in subclause 5.3 as the title "Security within PLMN trust domain" in TS 33.122.  However, given that CAPIF-1e and -2e have distinct subcluase with the reference point as the title, subclause 5.3 should be renamed in the similar way (i.e. use the reference name as the title). Doing so will help the specification to approach the problem in a uniform manner and streamline the organization of clause 5.

Obervation 6: Subclause namings under clause 5 needs to be aligned to approach the problem in a uniform manner.
3.2.5
Authentication and authorization under a single subclause

In addition, subclause 5.1 and 5.2 capture both authentication and authorization under a single subclause. However, the content under subclause 5.1.1 and 5.2.2 cover authentication aspects only, and authorization aspect is not described. Given that authentication and authorization have two distinct meaning and purpose, it makes sense to separate subclauses to address them individually.  Doing so will ensure all aspects are covered sufficiently.
Obervation 7: Authentication and authorization are two different functionalities, thus should be separated.

3.4

Conclusion / proposal
Observation 1: The Editor's Note in stage 2 spec that refers to SA3 spec needs to be sufficiently covered in TS 33.122.

Observation 2: the latest TS 33.122 does not sufficiently cover CAPIF-1 and CAPIF-2 reference points.

Observation 3: the latest TS 33.122 only partially cover the scenarios stage 2 defines.

Obervation 4: the use of TLS negates the application layer level authentication procedures defined in the stage 2 spec, implying that the stage 2 spec needs to be changed.

Obervation 5: Method 3 defined in TS 33.122 addresses different problem from what the stage 2 spec intends to achieve with the authentication procedure.

Obervation 6: Subclause namings under clause 5 needs to be aligned to approach the problem in a uniform manner.

Obervation 7: Authentication and authorization are two different functionalities, thus should be separated.

Based on the discussion above, we propose that the subclause structure of TS 33.122 [1] to be re-organized in the following way.
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4
Detailed proposal

* * * First Change * * * *
5
Security Procedures

Editor’s Note: This clause will define potential security solutions.

5.1
Security procedures for CAPIF-1 reference point 

Editor's Note: This clause will define security procedures for CAPIF-1 reference point.

5.1.1
Authentication of API invoker

Editor's Note: This clause will define authentication procedures on CAPIF-1 reference point.
5.1.2
Authorization of API invoker

Editor's Note: This clause will define authorization procedures on CAPIF-1 reference point.

5.2
Security procedures for CAPIF-1e reference point 

Editor’s Note: This clause will define security procedures for CAPIF-1e reference point.

5.2.1
Authentication of API invoker
Editor’s Note: This clause will define authentication procedures on CAPIF-1e reference point.

For authentication of the CAPIF-1e reference point, mutual authentication based on client and server certificates shall be performed between the CAPIF core function and API Invoker using TLS.

Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [2], clauses 6.1.3a and 6.1.4a. The structure of the PKI used for the certificate is out of scope of the present document. 

TLS shall be used to provide integrity protection, replay protection and confidentiality protection for CAPIF-1e interface. The support of TLS on CAPIF-1e interface is mandatory. Security profiles for TLS implementation and usage shall follow the provisions given in TS 33.310 [2], Annex E.

API invoker and the CAPIF core function shall negotiate a security method that shall be used by the API invoker and the API exposing function for CAPIF-2e interface authentication and protection. After successful mutual authentication on CAPIF-1e interface, the CAPIF core function shall choose the security method, based on the API invoker’s subscribed service APIs and access scenarios and sends the chosen security methods along with the information required for authentication of the API invoker at the AEF to the API invoker.
5.2.2
Authorization of API invoker

Editor's Note: This clause will define authorization procedures on CAPIF-1e reference point.

5.3
Security procedures for CAPIF-2 reference point 

Editor's Note: This clause will define security procedures for CAPIF-2 reference point.

5.3.1
Authentication of API invoker

Editor's Note: This clause will define authentication procedures on CAPIF-2 reference point.

5.3.2
Authorization of API invoker

Editor's Note: This clause will define authorization procedures on CAPIF-2 reference point.

5.4
Security procedures for CAPIF-2e reference point

Editor’s Note: This clause will define security procedures for CAPIF-2e reference point.

5.4.1
General

Based on the selected security method by the CAPIF Core Function (c.f., clause 5.2.1), one of the methods specified in clause 5.4.2 shall be used by the API invoker and the API exposing function for CAPIF-2e interface authentication and protection. 

Editor’s Note: Authorization mechanism for Method 1 and Method 2 needs to be revisited.

Editor’s Note: For Method 1 and Method 2, mechanism to obtain relevant security credentials for TLS before initiating TLS connection to be revisited.

5.4.2
Authentication of API invoker 

Editor’s Note: This clause will define authentication procedures on CAPIF-2e reference point.

5.4.2.1
Method 1 – Using TLS-PSK

API invoker and API exposing function shall follow procedure in this sub-clause to establish dedicated secure session using TLS connection based on Pre-Shared Key. CAPIF-1e authentication shall be used to bootstrap a Pre-Shared key for authenticating a TLS connection for CAPIF-2e. 
Figure 5.4.2.1-1 details the message flows between API invoker, CAPIF core function and API exposing function, to establish secure CAPIF-2e interface using a pre-shared key for authentication. 
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Figure 5.4.2.1-1: CAPIF-2e interface authentication and protection using TLS-PSK
1.
CAPIF-1e authentication and secure session established as specified in clause 5.2.1 of this specification is performed. 
2.
After successful establishment of TLS on CAPIF-1e, the API invoker and the CAPIF core function shall derive the key AEFPSK. Derivation of the key AEFPSK at the CAPIF core function may be delayed till a request for AEFPSK is received from AEF in step 4A. 

Editor’s Note: Derivation of AEFPSK is FFS and could be based on TLS session master key, session parameters.

The Key AEFPSK shall be bound to an AEF identity. 

3. The API Invoker initiates the TLS establishment procedure with the AEF.

4.
AEF shall request for security information from the CAPIF Core Function to perform authentication and secure interface establishment with the API invoker. The CAPIF Core Function provides the security information related to the chosen security method (TLS-PSK: AEFPSK) to the AEF over CAPIF-3 reference point. 

5. The API Invoker and the AEF shall perform mutual authentication using the key AEFPSK and establish TLS session over the CAPIF-2e. 

After successful establishment of TLS on CAPIF-2e reference point, API exposing function shall obtain API invoker’s authorization rights as specified in TS 23.222 [3] from the CAPIF core function.

5.4.2.2

Method 2 – Using PKI 

API invoker and API exposing function shall follow procedure in this sub-clause to establish dedicated secure session over CAPIF-2e using TLS based on certificate based mutual authentication.
Figure 5.4.2.2-1 details the message flows between API invoker, CAPIF core function and API exposing function related to this security method. 
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Figure 5.4.2.2-1: CAPIF-2e interface authentication and protection using certificate based mutual authentication

1. API invoker shall initiate the mutual authentication with AEF based on client and server certificates to establish a TLS connection as specified in clause 5.2.1 of this specification.
2. AEF shall request for security information from the CAPIF Core Function to perform authentication and secure interface establishment with the API invoker. The CAPIF Core Function provides the security information related to the chosen security method (TLS-PKI) to the AEF over CAPIF-3 reference point. CAPIF core function may return API invoker’s root CA certificate for AEF to validate API invoker’s certificate.

3. Then the API Invoker and the AEF shall perform mutual authentication using certificates and establish TLS session over the CAPIF-2e.

After successful establishment of TLS on CAPIF-2e reference point, API exposing function shall obtain API invoker’s authorization rights as specified in TS 23.222 [3] from the CAPIF core function.

5.4.2.3
Method 3 – Token Based authorization

Editor's Note:
The mechanism defined in this subclause uses authorization protocol to achieve user authentication. Hence, this is different from the authorization procedure defined in stage 2 specification TS 23.222 [3].

This method details establishment of secure channel over CAPIF-1e, CAPIF-2e reference points, and use OAuth 2.0 [4] token based mechanism to authorize and honour API invoker’s API invocations to API exposing function. Figure 5.4.2.3-1 details security information flows between API invoker, CAPIF core function and API exposing function. 
As per OAuth 2.0 [4], CAPIF core function shall perform the functionalities of Authorization and token protocol endpoints, API invoker shall perform resource owner, Client and redirection endpoints functionalities, and API exposing function shall perform resource server function. API invoker client (Client endpoint) shall be registered as confidential client type, authorization grant type as client credentials, access token is bearer type (RFC 6750 [5]) and based on JWT (JSON web token). 
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Figure 5.4.2.3-1: CAPIF-2e interface authentication and protection using Access Tokens
1. CAPIF-1e authentication and secure session established as specified in clause 5.2.1 of this specification is performed. 
2. After successful establishment of TLS session over CAPIF-1e, to invoke service API, API invoker shall request CAPIF core function for access token grant as per OAuth 2.0 [4] specification. 

3. CAPIF core function shall verify grant request from API invoker as per OAuth 2.0 [4] specification.

4. Post successful access token grant request verification by CAPIF core function, it shall generate an Access Token for API invoker. The access token shall be encoded as a JSON Web Token as specified in IETF RFC 7519 [6].  The access token shall include the JSON web digital signature profile as specified in IETF RFC 7515 [7]. CAPIF core function shall share the generated access token with API invoker.  

5. On CAPIF-2e, API invoker shall establish TLS session with API exposing function based on server (AEF) side certificate authentication. 

6. On CAPIF-2e, API invoker shall invoke 3GPP northbound API to API exposing function. Access token received from CAPIF core shall be sent along with API invocation request as per OAuth 2.0 [4].

7. API exposing function shall validate the access token as per OAuth 2.0 [4], IETF RFC 7519 [6] and IETF RFC 7515 [7]. If validation is successful, AEF shall verify API invoker’s Northbound API invocation request against the authorization claims in access token.

8. After successful verification of access token and authorization claims of API invoker, the requested API shall be invoked and appropriate result of API invocation is sent as response to API invoker.

5.4.3
Authorization of API invoker 

Editor's Note: This clause will define authorization procedures on CAPIF-2e reference point.
5.5
Security procedures for CAPIF-3/4/5 reference points
Editor’s Note: This clause will define security procedures for CAPIF-3/4/5 reference points.
5.5.1
Authentication of the API provider domain functions

Editor's Note: This clause will define authentication procedures on CAPIF-3/4/5 reference points.

To ensure security of the interfaces between CAPIF entities within a trusted domain, namely CAPIF-3, CAPIF-4, CAPIF-5:

-
TLS shall be used to provide integrity protection, replay protection and confidentiality protection. The support of TLS is mandatory. Security profiles for TLS implementation and usage shall follow the provisions given in TS 33.310 [2], Annex E.
-
Certificate based mutual authentication shall be performed between the CAPIF entities using TLS. Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [2], clauses 6.1.3a and 6.1.4a. The structure of the PKI used for the certificate is out of scope of the present document.
NOTE:
It is up to the domain administrator's policy to protect interfaces within the trusted domain

5.5.2
Authorization of the API provider domain functions

Editor's Note: This clause will define authorization procedures on CAPIF-3/4/5 reference points.

* * * End of Change * * * *

