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1
Decision/action requested

It is proposed to approve the updates given in this pCR.
2
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3
Rationale

The TS 33.122 [2] does not specify the security aspects related to the procedure of Onboarding API invoker to CAPIF described in TS 23.222 [1] subclause 8.1. The CAPIF Core Function assigns an API invoker identifier (ID) to the API invoker following a successful onboarding process, but this identifier is not specific to the CAPIF core function. According to TS 23.222 [1] subclause 8.1, if the API invoker has triggered the onboard API invoker request and is granted permission, the onboard API invoker response provides success indication including information from the provisioned API invoker profile which may include information to allow the API invoker to be subsequently authenticated and authorized for accessing service APIs. This mechanism necessitates the TS 33.122 [2] to define the security related information shared between the CAPIF core function and the API invoker for the subsequent authentictaion and the authorization steps. 

Moreover, the CAPIF as a system lacks binding of onboarding results to subsequent procedures such as discovery of service API, authentication, and authorization of API invokers. Even though onboarding is stated as a one time onboarding process that enrolls the API invoker as a recognized user of the CAPIF, there is also an offboarding process in the system as described in TS 23.222 [1].  This means that, once an API invoker is offboarded from a CAPIF and if it need to access the service API controlled by the same CAPIF from which it was previously offboarded, the API invoker need to onboard again with the CAPIF to access service APIs. This is a scenario where more than one onboarding can occur during the lifetime of an API invoker. 
Also, according to TS 33.501 [3] subclause 5.7.1, “mobile network operators subdivide their networks into trust zones. Subnetworks of different operators are assumed to lie in different trust zones.”. Therefore, the security procedure for onboarding API invoker to the CAPIF is proposed in this pCR to address the above concerns.
4
Detailed proposal

5
Security Procedures
Editor’s Note: This clause will define potential security solutions.
***** End of Change *****
5.x
Security procedures for CAPIF-1 reference point 
Editor’s Note: This clause will define security procedures for CAPIF-1 reference point.
5.x.1
Onboarding API invoker to the CAPIF
API invoker and the CAPIF core function shall follow the procedure in this subclause to perform onboarding of API invokers to the CAPIF core function. Figure 5.x.1-1 details the message flows between API invoker and the CAPIF core function to onboard the API invoker.
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Figure 5.x.1-1: Onboarding API invoker to the CAPIF over CAPIF-1

1.
To register the API invoker to be a recognized user of the CAPIF, the API invoker triggers onboard API invoker request message towards the CAPIF core function with information including the device identification information (Device ID), subscription information, requested susbscription type, the trust zone identification information as described in TS 33.501 clause 5.7.1 and an optional onboarding lifetime. The Trust Zone ID contains the access network information of the API invoker with which it is connected to the network and the CAPIF. 
2.
The CAPIF core function begins the onboarding process by verifying if the particular API invoker is already onboarded or not. If the API invoker is already onboarded to the CAPIF core function, it ignores the Onboarding API invoker request message. If the API invoker is not previously onboarded, the CAPIF core function verifies the received API Invoker’s device ID, subscription related information and the zone ID related trust information to grant the requested subscription type. The CAPIF core function checks the received access network information against the local trust informationto evaluate the level of trust it has on the API invoker’s onboarding request. The list of APIs and the types of APIs that the API invoker can access subsequent to successful onboarding may also be created based on the subscription information and the trust on API invoker’s access network corresponding to the zone ID. A successful onboarding event results in creating API invoker profile which includes CAPIF ID, CAPIF core function specific API invoker identity, and the onboard token for the API invoker. The onboard token shall be considered as the authorization information.  The onboard token generation shall be bound to the CAPIF core function specific API invoker identity, CAPIF ID, onboarded subscription type, lifetime and a secret random number.
3.
If the check of the onboarding request is successful, the CAPIF core function sends the onboard API invoker response message to the API invoker indicating the successful outcome of the onboard request.  This message includes information from the API invoker profile, such as CAPIF core function specific API invoker identity and the onboard token to allow the API invoker to be authenticated and to obtain authorization for service APIs. The CAPIF ID uniquely identifies the CAPIF core function that grantes the onboarding. If the CAPIF core function received an optional onboarding lifetime parameter in the Onboard API invoker request message, the CAPIF core function shall also include the accepted onboarding lifetime in the Onboard API invoker response message. This CAPIF core function specific API invoker identity and the onboard token remains the same throughout the onboarding lifetime.
4.
As a result of successful onboarding process, CAPIF core functions are able to authenticate and authorize the API invoker as described in TS 23.222 [3] and subclause x of the present document.

NOTE:
The onboarding results need to be bound to the subsequent CAPIF procedures such as the discovery of service API, authentication, and authorization of the API invoker.
***** End of Change *****
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