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**** START OF CHANGES ****

6.9.2.3.2
Xn-handover


As in intra-gNB handovers, for Xn handovers the source gNB shall perform a vertical key derivation in case it has an unused {NH, NCC} pair. The source gNB shall first compute KgNB* from target PCI, its frequency ARFCN-DL, and either from currently active KgNB in case of horizontal key derivation or from the NH in case of vertical key derivation as described in Annex A.11.

Next, the source gNB shall forward the {KgNB*, NCC} pair to the target gNB. The target gNB shall use the received KgNB* directly as KgNB to be used with the UE. The target gNB shall associate the NCC value received from source gNB with the KgNB. The target gNB shall include the received NCC into the prepared HO Command message, which is sent back to the source gNB in a transparent container and forwarded to the UE by source gNB. 

When the target gNB has completed the handover signalling with the UE, it shall send a NGAP PATH SWITCH REQUEST message to the AMF. Upon reception of the NGAP PATH SWITCH REQUEST, the AMF shall increase its locally kept NCC value by one and compute a new fresh NH from its stored data using the function defined in Annex A.10. The AMF shall use the KAMF from the currently active 5G NAS security context for the computation of the new fresh NH. The AMF shall then send the newly computed {NH, NCC} pair to the target gNB in the NGAP PATH SWITCH REQUEST ACKNOWLEDGE message. The target gNB shall store the received {NH, NCC} pair for further handovers and remove other existing unused stored {NH, NCC} pairs if any. 

If the AMF had activated a new 5G NAS security context with a new KAMF, different from the 5G NAS security context on which the currently active 5G AS security context is based, but has not yet successfully performed a UE Context Modification procedure, the sent NGAP PATH SWITCH REQUEST ACKNOWLEDGE message shall in addition contain a K_AMF_CI (KAMF Change Indicator. The AMF shall in this case derive a new initial KgNB from the new KAMF and the uplink NAS COUNT in the most recent NAS Security Mode Complete message as specified in Annex A.9. The AMF shall associate the derived new initial KgNB with a new NCC value equal to zero. Then, the AMF shall use {the derived new initial KgNB, the new NCC value initialized to zero} pair as the newly computed {NH, NCC} pair to be sent in the NGAP PATH SWITCH REQUEST ACKNOWLEDGE message. The gNB shall in this case set the value of keyChangeIndicator field to true in further handovers. The gNB should in this case perform an intra-gNB handover immediately and send appropriate response to the AMF. 

NOTE:
Because the NGAP PATH SWITCH REQUEST message is transmitted after the radio link handover, it can only be used to provide keying material for the next handover procedure. Thus, for Xn-handovers key separation happens only after two hops because the source gNB knows the target gNB keys. The target gNB can immediately initiate an intra-gNB handover to take the new NH into use once the new NH has arrived in the PATH SWITCH REQUEST ACKNOWLEDGE message.

**** NEXT CHANGE ****

6.9.2.3.3
N2-Handover

Editor's Note: The interfaces and message names belonging to the SBA, need to updated, e.g. N14 is now a SBA interface.

The N2-Handover in 5G allows on-the-fly synchronization of AS and NAS security contexts whenever the AS security context needs to be based on a new NAS context. The AS key derivations for this AS/NAS synchronization is done based on the same principles as UE Context Modification and intra-cell handover procedures, i.e., using the keyChangeIndicator in the HO Command to UE.  The new NAS security context, particularly a new KAMF on which the AS security context needs to be based, could be due to following reasons and the need for AS re-keying is indicated using K_AMF_CI (KAMF Change Indicator) on the network side and keyChangeIndicator to the UE:

-
The active KAMF has changed but AS keys have not been re-keyed, i.e., the AMF and the UE have activated a new 5G NAS security context with a new KAMF, different from the 5G NAS security context on which the currently active 5G AS security context is based, but has not yet successfully performed a UE Context Modification procedure.

-
Horizontal KAMF derivation has occurred which is indicated using <INPUT> parameter on the network side and to the UE. This derivatioin is always done on the active KAMF using the <INPUT> parameter.

Upon reception of the HANDOVER REQUIRED message, the source AMF shall send a <N14 FORWARD RELOCATION REQUEST> message to the target AMF as defined in this clause.
The <N14 FORWARD RELOCATION REQUEST> message contains the 5G NAS security context that the target AMF shall use. To compute a new KAMF to be included in that 5G NAS security context the source AMF shall start from the active KAMF regardless whether that 5G AS security context is based on the active KAMF or not. 
The source AMF shall then consult its local policy for horizontal KAMF derivation. If its local policy requires a horizontal KAMF derivation, the source AMF shall derive a <KAMF*> from the active KAMF and an <INPUT> parameter as defined in the Annex A.13, and shall use the derived <KAMF*> as the new KAMF included in the <N14 FORWARD RELOCATION REQUEST> message. In this case, the ngKSI for the derived <KAMF*> has the same value field and the same type field as the ngKSI of the active KAMF which was used to derive the <KAMF*>. Otherwise, if its local policy does not require a horizontal KAMF derivation, the source AMF shall use the active KAMF as the new KAMF included in the <N14 FORWARD RELOCATION REQUEST> message. 
If the source AMF performed horizontal KAMF derivation, the source AMF shall in addition include in the <N14 FORWARD RELOCATION REQUEST> message the <INPUT> parameter used in the horizontal KAMF derivation.
The source AMF shall include an ngKSI in the <N14 FORWARD RELOCATION REQUEST> message. The source AMF shall set the type and value of this ngKSI equal to that of the new KAMF included in the <N14 FORWARD RELOCATION REQUEST> message. This applies also in case of horizontal KAMF derivation. 
If the source AMF did not perform a horizontal KAMF derivation, it shall include NAS COUNTS in the <N14 FORWARD RELOCATION REQUEST> message.

The source AMF shall include UE security capabilities, active NAS security algorithms and a K_AMF_CI (KAMF Change Indicator) in the <N14 FORWARD RELOCATION REQUEST> message. If the 5G AS security context is not based on the active KAMF (i.e., the source AMF had activated a new 5G NAS security context with a new KAMF, different from the 5G NAS security context on which the currently active 5G AS security context is based, but has not yet successfully performed a UE Context Modification procedure), or if the AMF performed a horizontal KAMF derivation, the source AMF shall set the K_AMF_CI to TRUE. Otherwise, the source AMF shall set the K_AMF_CI to FALSE.
If the K_AMF_CI is set to FALSE, the source AMF shall include a fresh {NH, NCC} pair in the <N14 FORWARD RELOCATION REQUEST> message. In this case, the source AMF shall 
increment its locally kept NCC value by one and compute a fresh NH from its stored data using the function defined in Annex A.10. 


NOTE 1:
Unlike the S10 FORWARD RELOCATION REQUEST message in EPS, the N14 FORWARD RELOCATION REQUEST message in 5G does not contain data and meta-data related to old 5G security context.

Upon reception of the <N14 FORWARD RELOCATION REQUEST> message, the target AMF shall store locally the KAMF received from the source AMF and send a NGAP HANDOVER REQUEST message to the target gNB as defined in this clause.

The target AMF shall select NAS security algorithms to use with the UE after the handover and shall derive new NAS keys from the received KAMF as specified in clause A.8.  If the target AMF selects different NAS security algorithms than the ones used in the source AMF, then the target AMF shall include a NASC (NAS Container) as defined in TS 24.501 [35] containing the new selected NAS algorithm identifiers in the NGAP HANDOVER REQUEST message. The NASC shall be included also if the target AMF received the <INPUT> parameter, i.e., a horizontal KAMF has taken place. In that case, it shall set the NAS COUNTs to zero and shall include in the NASC the received < INPUT> parameter, ngKSI, 
UE security capabilities. The NASC shall always contain a <NAS MAC>. The purpose of this NASC could be compared to a NAS SMC message. 
The target AMF shall include the received K_AMF_CI in the NGAP HANDOVER REQUEST message.

If the received K_AMF_CI is TRUE, the target AMF shall set the NCC to zero and shall further compute a temporary KgNB as defined in Annex A.9. It shall further send the {NCC=0, NH=temporary KgNB} pair and K_AMF_CI to the target gNB within the NGAP HANDOVER REQUEST message. The target AMF shall further set the NCC to one and shall further compute a NH as specified in Annex A.10. The target AMF shall further store these {NCC=1, NH} pair. 





Editor's Note: 
It is FFS how to provide replay protection for NASC.


If the received K_AMF_CI is FALSE, the target AMF shall store locally the {NH, NCC} pair received from the source AMF and then send the received {NH, NCC} pair to the target gNB within the NGAP HANDOVER REQUEST message. 

Upon receipt of the NGAP HANDOVER REQUEST message from the target AMF, the target gNB shall compute the KgNB to be used with the UE by performing the key derivation defined in Annex A.11 with the {NH, NCC} pair received in the NGAP HANDOVER REQUEST message and the target PCI and its frequency ARFCN-DL. The target gNB shall associate the NCC value received from AMF with the KgNB. The target gNB shall include the NCC value from the received {NH, NCC} pair, and the NASC if such was also received, into the HO Command message to the UE and remove any existing unused stored {NH, NCC} pairs. If the target gNB had received the K_AMF_CI set to TRUE, it shall set the keyChangeIndicator field in the HO Command message to TRUE. The target eNB includes the HO command message in the NGAP HANDOVER REQUEST ACK message to the target AMF, which forwards it to the source AMF, which in turn forwards it to the soure gNB, whch finally delivers it to the UE.

NOTE 2:
The source AMF may be the same as the target AMF in the description in this sub-clause. If so the single AMF performs the roles of both the source and target AMF. In this case, actions related to N14 messages are handled internally in the single AMF.

For N2-handover, the source gNB shall include AS algorithms used in the source cell (ciphering and integrity algorithms) in the source to target transparent container that shall be sent to the target gNB. The AS algorithms used in the source cell are provided to the target gNB so that the target gNB can decipher and integrity verify the RRCConnectionReestablishmentComplete message on SRB1 in the potential RRC Connection Re-establishment procedure.

*** NEXT CHANGES ***
6.9.2.3.4
UE handling

The UE behaviour depends upon the content of the HO Command it received from the target gNB via the source gNB.

1>
If the received keyChangeIndicator in the HO Command is FALSE, the UE handling shall be as follows.

2>
If the NCC value the UE received in the HO Command message from target eNB via source gNB is equal to the NCC value associated with the currently active KgNB, the UE shall derive the KgNB* from the currently active KgNB and the target PCI and its frequency ARFCN-DL using the function defined in Annex A.11. 

2>
If the UE received an NCC value that was different from the NCC associated with the currently active KgNB, the UE shall first synchronize the locally kept NH parameter by computing the function defined in Annex A.10 iteratively (and increasing the NCC value until it matches the NCC value received from the source gNB via the HO command message. When the NCC values match, the UE shall compute the KgNB* from the synchronized NH parameter and the target PCI and its frequency ARFCN-DL using the function defined in Annex A.11.

2>
The UE shall use the KgNB* as the KgNB when communicating with the target gNB.

1>
Else if the received keyChangeIndicator in the HO command is TRUE, the UE handling shall be done as defined in clause 6.9.6.4 after following steps. 
2>
If the UE received a NASC (NAS Container) in the HO Command message, the UE handling shall be as follows.

3> If the received NASC contained a <INPUT> parameter, then 
the UE shall verify the UE security capabilities in the NASC. The purpose of this NASC could be compared to a NAS SMC message. If the verification succeeds, the UE shall further compute the horizontally derived <KAMF*> using the active KAMF from the active 5G NAS security context identified by the ngKSI included in the NASC and the <INPUT> parameter in the NASC, as specified in Annex A.13. The UE shall assign the ngKSI included in the NASC to the ngKSI of the new derived KAMF. The UE shall further configure NAS security based on the horizontally derived KAMF and the selected NAS security algorithms, if such were contained, in the NASC. If selected NASC did not contain selected NAS security algorithms, the UE shall continue using the active NAS algorithms. 
The UE shall further verify the <NAS MAC> in the NASC and if the verification is successful, the UE shall further set the NAS COUNTs to zero. The UE shall use the horizontally derived <KAMF*>  and the zero NAS COUNT in the derivation of the temporary KgNB.
3>
Else if the received NASC contained selected NAS security algorithms, but not the <INPUT> parameter, the UE shall re-derive NAS keys based on the active KAMF and the selected NAS security algorithms. The UE shall further verify the <NAS MAC> in the NASC and if the verification is successful, the UE shall use the active KAMF and NAS COUNT in the active NAS security context in the derivation of the temporary KgNB.
2>
Else if the UE did not receive the NASC in the HO Command message, the UE shall use the active KAMF and NAS COUNT in the active NAS security context in the derivation of the temporary KgNB.

Editor's Note: Details are FFS for verification of UE security capabilities and <NAS MAC>.

Editor's Note: It is FFS if this Clause 6.9.2.3.6 (UE handling) and Clause 6.9.6.4 (AS key re-keying) need merging/alignment.

**** END OF CHANGES ****
N2-Handover has become very sophisticated. Some �clarification text is included to help the readers and implementors.


�Clarified/corrected version of the text moved from below.


Moved earlier and �clarified/corrected as required.


�Moved earlier and �clarified/corrected as required.


�Included inline earlier.


�Moved earlier and �clarified/corrected as required.


�Moved earlier and �clarified/corrected as required.


�Clarification


�Correction/clarification


�Making the steps unambiguous.


�Covered by clearer IF Else block.


�Correction


�Clarification/correction.





