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· “null-scheme”   : 0x00
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**** START OF CHANGES ****
Annex C (normative):
Protection schemes for concealing the subscription permanent identifier 

C.1 
Introduction 

The present Annex specifies the protection schemes for concealing the subscription permanent identifier. Each protection scheme is identified using an 8-bit identifier. Currently, the following values have been defined:
null-scheme         "0x00";

Profile <A>         "0x01"; and
Profile <B>         "0x02".
The values 0x03 - 0xC7 are reserved for future standardized protection schemes. The values 0xC8 - 0xFF are reserved for propietary protection schemes.
NOTE:
Care should be taken when using unique schemes for small groups of users, as this may impact the effectiveness of the privacy scheme for these users. 
**** NEXT CHANGE ****
C.2 
Null-scheme 
The null-scheme shall be implemented such that it returns the same output as the input, which applies to both encryption and decryption.

When using the null-scheme, the SUCI does not conceal the SUPI and therefore the newly generated SUCIs do not need to be fresh. 

NOTE 1:
The reason for mentioning the non-freshness is that, normally, in order to attain unlinkability (i.e., to make it infeasible for over-the-air attacker to link SUCIs together), it is necessary for newly generated SUCIs to be fresh. But, in case of the null-scheme, the SUCI does not conceal the SUPI. So unlinkability is irrelevant.

NOTE 2:
The null-scheme provides no privacy protection.



-
size of scheme-output



: <TBD> bits

Editor's Note: It is FFS to contact other WGs (like CT1) or wait for their progress before finalizing the identifier, and size of the null-scheme. The maximum size should cover both the IMSI and NAI formats.
**** NEXT CHANGE ****
C.3.4.1
Profile <A>

The ME and SIDF shall implement this profile. The ECIES parameters for this profile shall be the following:

-
EC domain parameters






: Curve25519 [46]

-
EC Diffie-Hellman primitive




: X25519 [46]

-
point compression







: N/A

-
KDF











: ANSI-X9.63-KDF [29]
-
Hash











: SHA-256
-
SharedInfo1









:  [image: image2.png]


(the ephemeral public key octet string – see [29] section 5.1.3)
-
MAC











: HMAC–SHA-256

-
mackeylen









: 256

-
maclen










: 64
-
SharedInfo2









: the empty string
-
ENC











: AES–128 in CTR mode

-
enckeylen










: 128

-
backwards compatibility mode




: false



-
size of scheme-output



: <TBD> bits



Editor's Note: It is FFS to contact other WGs (like CT1) or wait for their progress before finalizing the identifier, and size of the null-scheme. The maximum size should cover both the IMSI and NAI formats.

**** END OF CHANGES **
�Covered in C.1 as a list. It giver better readability.


�Covered in C.1 as a list. It giver better readability.


�Moved to C.1 AS-IS. This NOTE is applicable to all profiles.





