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***
BEGIN CHANGES
***

8.6
Mapping of security contexts

8.6.1
Mapping of a 5G security context to an EPS security context

The derivation of a mapped EPS security context from a 5G security context is done as described below:

-
The KASME' key, taken as the KASME, shall be derived from the KAMF using the current NAS Uplink COUNT value in idle mode mobility or the NAS Downlink COUNT value in handovers as described in Annex A.14. 

-
The eKSI for the newly derived KASME key shall be defined such as the value field is taken from the ngKSI and the type field is set to indicate a mapped security context.
-
The NAS COUNT values in the mapped context shall be set to 0.

-
The selected EPS NAS algorithms shall be set to the EPS algorithms signalled to the UE by the AMF during an early run of a NAS SMC as described in clause 6.7.2. 
NOTE:
Whenever an algorithm change is required, the target MME initiates an NAS SMC to select other algorithms as described in TS 33.401 [10].

8.6.2
Mapping of an EPS security context to a 5G security context

The derivation of a mapped 5G security context from an EPS security is done as described below.

-
The KAMF' key, taken as the KAMF, shall be derived from the KASME using the current NAS Uplink COUNT in idle mode mobility or the NAS Downlink COUNT value in handovers as described in clause A.15. 


-
The ngKSI for the newly derived KAMF key shall be defined such as the value field is taken from the eKSI and the type field is set to indicate a mapped security context.
-
The NAS COUNT values in the mapped context shall be set to 0.
NOTE:
The selection of the 5G NAS algorithms is performed by the AMF and signalled to the UE either in the NAS Container during handovers as described in clause 8.4, or in a NAS SMC during idle mode mobility as described in clause 8.2.

***
NEXT CHANGES
***

A.14
KAMF to KASME' derivation for interworking

A.14.1
Idle mode mobility

This input string is used when there is a need to derive KASME' from KAMF during mapping of security contexts from 5G to EPS at idle mode mobility. The following input parameters shall be used.

-
FC = 0x??

-
P0 = NAS Uplink COUNT value

-
L0 = length of NAS Uplink COUNT value (i.e. 0x00 0x04)

The input key shall be KAMF.

A.14.2
Handover

This input string is used when there is a need to derive KASME' from KAMF during mapping of security contexts from 5G to EPS at handovers. The following input parameters shall be used.

-
FC = 0x??

-
P0 = NAS Downlink COUNT value

-
L0 = length of NAS Downlink COUNT value (i.e. 0x00 0x04)

The input key shall be KAMF.

***
NEXT CHANGES
***

A.15
KASME to KAMF' derivation for interworking

A.15.1
Idle mode mobility

This input string is used when there is a need to derive KAMF' from KASME during mapping of security contexts from EPS to 5G at idle mode mobility. The following input parameters shall be used.

-
FC = 0x??

-
P0 = NAS Uplink COUNT value

-
L0 = length of NAS Uplink COUNT value (i.e. 0x00 0x04)

The input key shall be KASME.

A.15.2
Handover

This input string is used when there is a need to derive KAMF' from KASME during mapping of security contexts from EPS to 5G at handovers. The following input parameters shall be used.

-
FC = 0x??

-
P0 = NAS Downlink COUNT value

-
L0 = length of NAS Downlink COUNT value (i.e. 0x00 0x04)

The input key shall be KASME.

***
END OF CHANGES
***
