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******** START OF CHANGES

***** CHANGE

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

5GC
5G Core Network
5G-AN
5G Access Network

5G-RAN
5G Radio Access Network 

AES
Advanced Encryption Standard

AKA
Authentication and Key Agreement

AMF
Access and Mobility Management Function

AMF
Authentication Management Field

NOTE:
If necessary, the full word is spelled out to disambiguate the abbreviation. 

ARPF
Authentication credential Repository and Processing Function

AUSF
Authentication Server Function

AUTN
AUthentication TokeN

AV
Authentication Vector

CP
Control Plane

CTR
Counter (mode)

CU
Central Unit

DN
Data Network

DNN
Data Network Name

DU
Distributed Unit

EAP
Extensible Authentication Protocol

EMSK
Extended Master Session Key

EPS
Evolved Packet System
gNB
NR Node B
GUTI
Globally Unique Temporary UE Identity

HRES
Hash RESponse

HXRES
Hash eXpected RESponse

IKE
Internet Key Exchange

KSI
Key Set Identifier

LI
Lawful Intercept

MSK
Master Session Key

N3IWF
Non-3GPP access InterWorking Function

NAI
Network Access Identifier

NAS
Non Access Stratum 

NDS
Network Domain Security

NEA
Encryption Algorithm for 5G

NF
Network Function

NG
Next Generation
ng-eNB
Next Generation Evolved Node-B
ngKSI
Key Set Identifier in 5G

NIA
Integrity Algorithm for 5G

NR
New Radio

NSSAI
Network Slice Selection Assistance Information

PDN
Packet Data Network
PEI
Permanent Equipment Identifier
QoS
Quality of Service 

RES
RESponse

SEAF
SEcurity Anchor Functionality
SEG
Security Gateway

SIDF
Subscription Identifier De-concealing Function 

SMC
Security Mode Command

SMF
Session Management Function

SN Id
Serving Network Identifier

SUCI
Subscription Concealed Identifier 

SUPI
Subscription Permanent Identifier 

TLS
Transport Layer Security

UE
User Equipment

UEA
UMTS Encryption Algorithm

UDM
Unified Data Management

UIA
UMTS Integrity Algorithm

ULR
Update Location Request

UP
User Plane

UPF
User Plane Function

USIM
Universal Subscriber Identity Module

XRES
eXpected RESponse

***** CHANGE

5.5
Requirements on the AMF

5.5.0
Requirements on the SEAF 
The SEAF is the security anchor functionality of the AMF and shall fulfil the following requirements:

· The SEAF shall interact via AMF with the AUSF and the UE to establish the security context between AMF and UE.

· The SEAF shall support primary authentication using SUCI.
· The SEAF shall receive from the AUSF the security anchor key KSEAF. 
· The primary authentication and key agreement procedures shall bind the KSEAF to the serving network.
· The SEAF shall be able to derive from KSEAF the keys for more than one security context.

· The SEAF shall provide AUSF with the outcome of the authentication process.
· The SEAF shall include the SUPI in calculation of KAMF.

5.5.1
Signalling data confidentiality 

The AMF shall support ciphering of NAS-signalling.

The AMF shall support the following ciphering algorithms:

-
NEA0, 128-NEA1, 128-NEA2 as defined in sub-clause 5.11.1 of the present document.

The AMF may support the following ciphering algorithm:

-
128-NEA3 as defined in sub-clause 5.11.1 of the present document.

Confidentiality protection NAS-signalling is optional to use.

Confidentiality protection should be used whenever regulations permit.

5.5.2
Signalling data integrity 

The AMF shall support integrity protection and replay protection of NAS-signalling.

The AMF shall support the following integrity protection algorithms:

-
NIA-0, 128-NIA1, 128-NIA2 as defined in sub-clause 5.11.2 of the present document.

The AMF may support the following integrity protection algorithm:

-
128-NIA3 as defined in sub-clause 5.11.2 of the present document.

NIA0 shall be disabled in AMF in the deployments where support of unauthenticated emergency session is not a regulatory requirement.

All NAS signalling messages except those explicitly listed in TS 24.501 [35] as exceptions shall be integrity-protected.
5.5.3
Subscriber privacy 

The AMF shall support to trigger primary authentication using the SUCI.

The AMF shall support assigning 5G-GUTI to the UE.

The AMF shall support reallocating 5G-GUTI to UE.

The AMF shall be able to confirm SUPI from UE and from home network. The AMF shall deny service to the UE if this confirmation fails.
******** END OF CHANGES

