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1
Decision/action requested

This document proposes to add a requirement for AKA algorithm negotiation between UE and UDM to TR33.841.
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Rationale

In 5G Phase1, the UE and the UDM only support the 128-bit root key and 128-bit AKA algorithm. Considering the promotion of quantum computing in the future, the use of 256-bit root key and 256-bit AKA algorithm may be considered in 5G Phase 2 and later versions of 5G networks. 
In the case of non-standalone, the 5G phase2+ UE registers to the EPC Core through gNB, the UE and the HSS shall only use 128-bit AKA algorithm to calculate the authentication vectors. In the case of standalone, the 5G phase2+ UE registers to the 5G phase2+ Core through gNB, the UE and the UDM shall only use  256-bit AKA algorithm to calculate the authentication vectors. However, in these two cases, the NAS messages from the core network in the authentication procedure are the same, the UE cannot distinguish the core network is the EPC Core or the 5G Core. Therefore, the UE cannot know which AKA algorithm shall be used to calculate the authentication vectors. 
Based on the above analysis, the 5G system shall support a mechanism which allow the negotiation of AKA algorithms between the UE and the UDM.
4
Detailed proposal

***********************Start of the first change************************
9.4 Using 256-bit keys in New RAN with legacy core 
A special concern arises in cases where a new 5G RAN is combined with a legacy LTE core. The gNB could attempt to negotiate 256-bit keys with the UE in such cases, but the core would not be aware of this. It needs to be considered if this approach is workable, or introduces more security problems than it potentially solves.  
9.X Ensuring UE and UDM support AKA algorithm negotiation 
Considering the promotion of quantum computing, the UE and the UDM shall support 256-bit AKA algorithms in the 5G system. In the case of non-standalone, the 5G phase2+ UE registers to the EPC Core through gNB, the UE and the HSS shall only use 128-bit AKA algorithm to calculate the authentication vectors. In the case of standalone, the 5G phase2+ UE registers to the 5G phase2+ Core through gNB, the UE and the UDM shall only use  256-bit AKA algorithm to calculate the authentication vectors. However, in these two cases, the NAS messages from the core network in the authentication procedure are the same, so the UE cannot distinguish the core network is the EPC Core or the 5G Core. Therefore, the UE cannot know which AKA algorithm shall be used to calculate the authentication vectors. Therefore, the 5G system shall support a mechanism which allow the negotiation of AKA algorithms between the UE and the UDM.
***********************End of the first change***************************
