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Decision/action requested

This document proposes to add a solution for slice management authorization
2
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Rationale

The 5G architecture will adopt service based management architecture approach identifying the individual management functions and the related Service-based interfaces [1]. Therefore, management functions within an operator’s trust domain will provide multiple services that can be invoked by other management functions. Considering this situation, centralized authorization mechanism is suitable for implementing service authorization, such as OAuth 2.0. 
This contribution proposes to adopt OAuth 2.0 as a solution for access to management functions.
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Detailed proposal
*************** Start of Change 1 ****************
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Solutions
6.Y



Solution #2.z: OAuth based authorization for access to management functions
6.Y.1
Introduction
This solution addresses several key issues of #2: Protecting the results of NSI supervision/reporting, #3: Protecting Network Slice Subnet Template and #4: Insecure procedure for capability negotiation.
This solution provides a general authorization procedure that is suitable for key issues #2, #3 and #4 since the management functions within an operator’s trust domain need to consume services provided by other management functions.
6.Y.2
Solution details

The Management Function (MF) service consumer performs as the client, the MF service producer performs as the resource server, and the MF authorization server performs as the authorization server [2].
Assume MF service consumer and MF service producer have authenticated each other, the authorization procedure is as follows:

1. MF service consumer requests authorization from MF authorization server before accessing a service provided by MF service producer.

2. MF authorization server checks the authorization information and make decision. If the service access is permitted, an access token shall be sent to MF service consumer.

3. MF service consumer requests to access the slice management service along with sending the token to MF service producer.

4. MF service producer verifies the access token. If valid, MF service producer responds with the slice management service. 
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Figure 6.Y.2-1: Slice Management Service Authorization Procedure 
6.Y.3
Evaluation
*************** END of Change 1 ****************
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