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Decision/action requested

This contribution contains the agreed agenda and notes for the SA3 conference call on 
SEPP configuration and security policies.
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Meeting information
Topic: SEPP configuration and security policies
Date and time: Thursday, March 22nd 14:00 to 15:30 CET
Chair: Hans Christian Rudolph (Deutsche Telekom AG) chairs the call and takes notes.
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Agenda and notes
One input document has been provided by Ericsson (item 1). It is proposed to present and discuss it first and then take it from there. A few open questions that have been posed in the last SA3 meeting are provided in item 2 for further discussion. Informal agreements, if any, are to be captured in the conclusion clause below.

	Discussion item
	Notes

	1. Ericsson: SEPP Protection Policies, Example and Motivation
	DT: In this example, would the HPLMN independently decide about what policy to apply?
E///: Yes, but more complex mechanisms possible as well. Those are FFS.
TIM: Message details, i.e. where to find specific attributes, are part of the presented security policy. Is it really necessary to define the policy on a per message-basis?

E///: Yes, the combination of resource and method provides necessary context in order to interpret the payload correctly. The same resource in a different message could be located somewhere else or be present under a different name.

TIM: SUPI can have different names in different messages then?

E///: Yes, even though that may only be very infrequent. SEPP shouldn’t have to check the whole message for possible SUPI occurences.
TIM: However, some attributes such as SUPI should be protected at all times, no matter in which context.

DT: Adding to TIM’s point, the message structure for a given NF release is most certainly fixed, whereas protection measures might change based on operator policy.
E///: Different protection measures can be configured using the service version, which is not to be confused or correlated with a 3GPP release.

BT: Do you need to send the complete policy each time or could a SEPP provide a delta policy only?

E///: Idea is to always send a complete security policy.

TIM: How are other part of information contained in the original HTTP message, e.g. URI and HTTP header, to be protected. How is this information included in the policy?

E///: Example is yet to be enhanced. Headers will most likely not be used to transfer application data (as of now).
Nokia: General idea is good and could definitely work, but how to protect the discovery service which might contain a OAuth token and therefore sensitive information? Some static policy should be in place.
E///: Would need some additional logic in the SEPP, but should be possible. The advantage with the present approach is that you only deploy policies at the NF itself, no configuration at hSEPP or vSEPP required.
TIM: It’s easier to configure policy in one central place, i.e SEPP, where not multiple NFs need to be changed.

E///: NF profile will have to be deployed anyway, policy being part of it simplifies the configuration. Great advantage in terms of service evolution when SEPP is not supposed to be reconfigured every time.
Nokia: Are security policies on per NF-type or per NF-instance? Multiple policies for every instance should be avoided.
E///: Generally, per NF-type. Template is taken as basis, NF-instance supplies its specific NF-ID. Service name and version should be the only thing the SEPP needs to store in order to determine applicable policy.

DT: Will re-configuraiton of the protection mechanisms after initial deployment be needed?

TIM: SEPP should be aware of new NFs and be updated accordingly.

E///: SEPP cannot know what attribute is a sensitive attribute. Therefore “general” rules are difficult to implement. The presented security policies avoid parsing the whole message to identify possibly sensitive attributes.
Nokia: Policies good, but static rules may still be needed. Asking the SEPP to perform protection at this granularity may be too much to ask. Data-driven approach may be practical as well, similar to what TIM is asking for. Proposal is to standardize format of such policies in SA3, probably just not as detailed.
E///: SEPP could retrieve policies from NRF as well. How the vSEPP retrieves the policy would have to be solved though.

DT: Can there be negationation of protection policies between two SEPPs? 

TIM: If we were to define general rules and attributes that should always be protected, no negotiation is needed.

E///: Policy contains parsing info as well, that’s why we need it.

E///: A PLMN operator cannot force the vSEPP to apply certain protection. So what is the benefit in negotiating the policy?

	2. Open questions:
· Is the information about protection measures to be separated from information related to parsing/interpreting a message?
· How are security policies exchanged between two SEPPs?

· How is the issue of two SEPPs with different security policies to be resolved?
	(partly covered in discussion item 1)

	3. Any other business
	none


4
Conclusion
In general, the concept of security policies was met with broad support by the group.
The amount of information and level of detail described in these policies is still FFS. Even though this approach would prevent frequent changes to the SEPP itself, some companies raised concerns regarding this way of conveying attribute protection needs.
How the example could be augmented to cover the discovery service as well and whether addionional static configurations (“default policies”) are needed for that use case is FFS.
Negotiation of security policies between two SEPPs seems to be unnecessary. How to handle cases when a hSEPP does not accept the applied protection measures by the vSEPP (and vice versa) is still FFS.
