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1	Decision/action requested
This contribution informs SA3 of the existing fraud calls and the recommendation to prevent the threat is given
2 Rationale
2.1	Introduction
In recent years, China Mobile has discovered a large number of illegal calls from the oversea to commit Telecom fraud to domestic users. After modifying or hiding the calling number, criminals can make a fraud call to users through the international telecommunication gateway.  
There exist the following abnormal calling cases in international calls:  
1. No calling number.
2. Numbers do not exist, such as 000, 00123, 0012345, etc.
3. Impersonate the real number: such as 00110 (police number), 0010086 (China Mobile service number), 0095588 (bank service number), etc.
[bookmark: OLE_LINK7][bookmark: OLE_LINK8]2.2	Detection
At present, there is no effective way to deal with the first and second abnormal calling cases mentioned above. The third abnormal calling case can be partially addressed by applying the following detection methods:
· Based on the feature of the calling number such as 00110, the fraud calling number is identified and selected from the calls log on the International telecommunication gateway. Users are notified for the abnormal call (such as >100 times / minute) by using short message.
· When a fraud calling number is verified by the operator, it is added to a blacklist in the international telecommunication gateway so that the calls using that number can be blocked.

3	Proposal
[bookmark: _GoBack]Since there is no common requirement for the transmission method of the calling number among the operators, the international telecommunication gateway transmits the calling number transparently, and the authenticity of the calling number is not verified. As a result, the source of the fraud calls cannot be traced and handled. It is recommended that the generation and transmission of international telephone numbers should be standardized to ensure the normalization and legitimacy of the calling numbers.


