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**** START OF CHANGES ****

6.12.5
Subscription identifier de-concealing function (SIDF)

SIDF is responsible for de-concealing the SUPI from the SUCI. SIDF is using the private key part of the privacy related home network public/private key pair that is securely stored in the home operator's network. The de-concealment shall take place at the UDM.
When a SUCI is passed to the SIDF, the SIDF shall determine the protection scheme, protection scheme profile and home network private key using the SUCI’s protection scheme identifier, protection scheme profile identifier and home network public key identifier respectively.

According to the protection scheme, protection scheme profile and home network private key, the SIDF shall decrypt the protection scheme-output using the decryption process described in Annex C or specified by the HPLMN.

If decryption is successful, the SIDF shall reconstruct the SUPI using the SUCI’s home network identifier (i.e. MCC and MNC) and the MSIN obtained from the decryption process, and then returns the SUPI, otherwise it shall return an error.
Editor's note: One UDM can comprise several UDM instances. How to find the right UDM instances is ffs keeping in mind that the SIDF needs to be invoked first.

**** END OF CHANGES ****

