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1	Decision/action requested
This contribution discusses the security assurance of 3GPP virtualized network functions and proposes to approve the SID proposal in S3-18xxxx.
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3	Definitions
Network Functions Virtualisation Infrastructure (NFVI): Defined in ETSI GS NFV 003 [6].
Network Functions Virtualisation Management and Orchestration (NFV-MANO): Defined in ETSI GS NFV 003 [6].
Network Functions Virtualisation Orchestrator (NFVO): Defined in ETSI GS NFV 003 [6].
Virtualised Infrastructure Manager (VIM): Defined in ETSI GS NFV 003 [6].
Virtualised Network Function Manager (VNFM): Defined in ETSI GS NFV 003 [6]. 
Virtualised Network Function (VNF): Defined in ETSI GS NFV 003 [6]. 
NOTE: From 3GPP perspective, it corresponds to the application level function of NE, which is defined in 3GPP TS 32.101 [14].
3GPP Virtualised Network Function (VNF): It is 3GPP NF(s) that runs on a NFV Infrastructure (NFVI), which is defined in 3GPP TS28.500 [11].
Virtualised Network Function Component (VNFC): Defined in ETSI GS NFV 003 [6].
3GPP Security Assurance Methodology (SECAM): SECAM is a process used to measure the security features of 3GPP network products studied and described in the present document.[1]
Security Assurance Specification (SCAS): The SCAS for a given network product class provides a description of the security requirements (which are including test cases) pertaining to that network product class.[1]


4 Rationale
4.1	Introduction
The traditional telecom network functions are coupled with underlying dedicated hardwares. For a large scale network, the deployment of the new network functions and services needs standard establishment,  product deployment, network device purchase, device deployment, service debugging and service online etc. This may lead to a long procedure for introducing the new network functions and services.  It is difficult to satisfy the fast update and iteration requirements of the services. 
[bookmark: OLE_LINK11][bookmark: OLE_LINK12]In order to resolve the above problems, NFV (Network function virtualization) is introduced into the telecom network as a critical technology. NFV decouples the network functions from the traditional dedicated hardwares and uses the virtualization platforms and the commercial of-the-shelf (COTS) hardwares to perform the network functions. NFV can scale-on/scale-out according to the service’s requirements and break the vendor lock-in problem. So, NFV brings the rapid, flexible telecom service deployment and is cost-efficient.  The usage of NFV also makes the deployment of the network slices and the SBA architecture easier than the traditional network. But, these benefits come at the price of some security threats, for example the data leakage, DoS attack due to the resource isolation failure between VMs.
 In 3GPP, SA5 is studying the NFV-related works. The concepts of NE and VNF, the mobile network management architecture mapping relationship between 3GPP and NFV-MANO architectural framework were proposed in TS28.500. Based on these concepts and the mobile network management architecture, this contribution analyzes the critical assets and potential security threats of VNF. Then, this contribution analyzes the focused aspects of VNF scas based on the current works in 3GPP and other SDOs. In the end, we propose a SID to study 3GPP VNF scas. 
[bookmark: OLE_LINK7][bookmark: OLE_LINK8]4.2	 Critical assets of VNF
The following concepts of NE and VNF are defined by SA5 (ref. TS28.800):
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Figure1 NE and VNF 
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Figure2 Examples of NE instances: a) virtualized and b) non-virtualized 
According to the SA5’s concepts, a Network Function (NF) is a processing function in a network which has defined functional behaviour and defined interfaces. A VNF is 3GPP NF(s) that runs on a NFV Infrastructure (NFVI) and an instance VNF can be composed by a number of VNFCs that run on a NFVI. ETSI also defined VNF i.e. implementation of an NF that can be deployed on a Network FunctionVirtualisation Infrastructure (NFVI) [6]. We can find that the VNF defined by ETSI is a general VNF (because the general NF is implemented) and the VNF defined by 3GPP SA5 is specific (because the 3GPP NF is implemented). So, we can call the VNF defined by SA5 is the 3GPP VNF. In this contribution, the VNF refers the 3GPP VNF.
According  to the management architecture in TS28.500, the 3GPP VNF has four types of the management interfaces, i.e. the management interface between EM and VNF, the Itf-N interface between NM and VNF, the Ve-vnfm-vnf interface between VNF and VNFM (ref. TS28.500), the policy management between PVF (policy Verification Function) and VNF (ref. TR32.871).  
Note: In the case the EM and NF are realized within one VNF, the managing interface between EM and NF is not defined and Itf-N interface between NM and VNF is defined.
A generic network product model and critical assets were defined in the TR33.926.  The generic 3GPP VNF model also needs to be studied. The following figure3 gives an example of the generic 3GPP VNF model.
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Figure3 the example of generic 3GPP VNF model
The critical assets of 3GPP VNF to be protected are: 
Note: This asset list is just an example but not exhaustive.
-	User account data and credentials (e.g. passwords, certificates);
-	Log data;
-	Configuration data, e.g. VNF's IP address, ports, VPN ID, Management Objects (e.g. user group, command group), virtulization resource and lifetime management parameters etc.
-	Guest Operating System (OS), i.e. the files that make up the Guest OS and its processes (code and data).
-	Application
-	Sufficient processing capacity: that processing powers are not consumed close to limits
-	VM which provides the executed environment for the running VNF instance
 Note: whether this asset is owned VNF’s assets is FFS. But, the VM security is very important for the 3GPP VNF. The security of the VM can refer to the other SDOs (e.g. ETSI) and the related test cases can be studied by 3GPP.
-	The interfaces of VNF to be protected and which are within SECAM scope: for example
· The 3GPP-defined interfaces, e.g. S10, S11, Namf, Nudm etc. 
· OAM interfaces, for remote access: interface between VNF and EM, interface between VNF and NM
· Policy management interface, e.g. N1 interface that is used for PVF to get analysis data (e.g. resource utilization) from 3GPP VNF. (Ref. TR32.871)
· VNF lifetime management interface between VNF and VNFM which defined by ETSI and enhanced by 3GPP, i.e. Ve-vnfm-vnf interface. 
Note: ETSI NFV SEC-015 [17] is studying the security of the Ve-Vnfm-Vnf interface. The security requirements of the VNF lifetime management interface can derive from ETSI NFV SEC-015 if the requirements are proposed and the related test cases can be studied by 3GPP. 
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]-	VNF Software: binary code or executable code. There are several forms of the VNF software, such as VNF package, image etc.
Note: whether VNF package and image are owned VNF’s assets is FFS.
-	VNF lifetime management capability: This supports the VNF scale-in/scale-out dynamicly via the collaboration between the VNF and the VNFM.
The highlighted assets in yellow are the assets of the 3GPP VNF and the ETSI general VNF which are not included in 3GPP NE. The highlighted assets in green are the assets of the 3GPP VNF and NE which are not included in ETSI general VNF. The highlighted assets in purple are the typical assets of the 3GPP VNF which are not included in the 3GPP NE and the ETSI general VNF.
[bookmark: OLE_LINK15][bookmark: OLE_LINK16]Editor’s note: The executed environment of the network function module is VM in this contribution. The scenario that the network function modules run on the container (e.g. Docker) will be considered latter.
4.3	 Threat analysis of 3GPP VNF
The traditional network product confronts with the security threats relating to 3GPP-defined interface, spoofing idengtity, tampering, repudiation etc. (refers to TR 33.926). Besides the security threats to the traditional network, the 3GPP VNF faces at least the following security threats due to the commercial of-the-shelf (COTS) hardwares, the virtualization platforms, new interfaces etc.: 
· The threats from the COTS hardware: an attacker may utilize a vulnerability to intrude into a server. If the attack is successful, the attacker is able to control all 3GPP NFs running on these servers. Compared with dedicated hardware, the security threats of COTS hardware spread faster and have greater impact.
· The threats from the virtualization software: an attacker may compromise the virtualization software to render the isolation failure between the VMs or containers. Futhermore, it may cause DoS attack and information disclosure for the 3GPP VNF.
· The threats from the OS: an attacker may exploit a vulnerability of the host OS/guest OS to escalate his privilege in the VM. Then, the attacker can gain access to other VMs through the controlled VM, resulting in DOS attacks or information leaks. The attacker may also insert a virus in an image of the guest OS for further attacks.
· The threats from the VNFM: an attacker may spoof a VNFM to management a 3GPP VNF to achieve the sensitive data or the communication data between the VNFM and the 3GPP VNF may be tamped to result in the service failure. An attacker may also capture a VNF snapshot via VNFM and install the VNF snapshot in a VM to analyse the vulnarabilities of the VNF for the further attacks.
The 3GPP VNF has more security threats, and some security threats are more widespread. So, the security assurance for the 3GPP VNF is highly desired. 
4.4 The focused aspects of VNF scas
In the current, ETSI and GSMA are studying NFV security and 3GPP is studying scas for 3GPP physical network products:
· ETSI: some NFV secuirty specifications were delivered, e.g. NFV Problem Statement [7], Security and Trust Guidance [8], requirements for host system [13]. These specifications focus on the security of the virtualization platform, resource share and MANO. Some specifications proposeds some security threats and requirements of VNF, but these threats and requirements are high level for the general VNF not for 3GPP VNF, for example ETSI GS NFV-SEC 003 proposed some VNF security as NFV security use case and gave some requirements such as sensitive data protection, function and capability authorization control for VNFs etc.
· GSMA: is studying the NFV threats [9], the threats from the default deployment and tampering data are proposed. No more security threats are described.
· 3GPP: SA5 specifyed management concept, architecture and requirements for mobile networks that include virtualized network functions, policy management in NFV scenario. Some management interfaces of the 3GPP VNF were defined, but the security requirements of these interfaces don’t be defined.  SA3 specified SECAM, general scas and some specific scas for 4G physical network products and the SID on scas for 5G physical network products is also studying.  
From the above analysis, the security threats and security requirements for 3GPP VNF are not fully analyzed and need to be studied, especially the security threats and security requirements for the typical assets of the 3GPP VNF.This study should focus on the specific threats and security requirements  of the 3GPP VNF  rather than  these theats and security requirements of the 3GPP physical network products.  The security requirements of the NFVI (e.g. virtualization resource isolation) can refer to  ETSI NFV specification and may not be the focus of scas of the 3GPP VNF.
4.5	How to do SCAS of 3GPP VNF 
Like 3GPP traditional netwrok products, studying SCAS of the 3GPP VNF  also includes security assurance methodology, identification of the critical assets and threats, general scas and specific scas for individual 3GPP VNF:
· SCAS methodology: SECAM in the TR 33.916 is a general method.  It seems to be applied to the 3GPP VNF. But, we need to study whether additional requirements are needed, for example, whether some security  assurance methodologies for virtualization platforms and hardware (e.g. Common Criteria) need to be proposed . The rapid deployment and dynamic state change may also impact the current SECAM in the TR33.916.
· Critical assets and threats: Accrording to the analysis in clause 4.2, generic 3GPP VNF model should be defined. Then, the critical assets and the threats besides  those listed in the TR33.926 should be studied.
· General SCAS for 3GPP VNF: the security requirements besides  those listed in the TS33.117 need to be studied after defining the critical assets and the threats. This 3GPP VNF is not only limited to the 5G VNF, but also includes 4G VNF and so on. 
· Specific SCAS for individual 3GPP VNF: the specific security requirements of individual 3GPP VNF need to be studied when the general SCAS for 3GPP VNF is completed. Since the network functions of the VNF are same with the NE, there may be no or a little specific security assurance requirements for  individual 3GPP VNF.
The proposal of studying the security assurance for the 3GPP VNF has been put forward in 3GPP SA3 #80 meeting. Since a lot of delegates thought it was too early, this proposal was noted. At present, some operators are performing NFV trial and a few operators have already deployed the commercial services based on NFV system in the small range. So, the security assurance for the 3GPP VNF should be considered to ensure the security of the commercial products.
5	Detailed proposal
SA3 is kindly requested to take into account the proposal of specifying SCAS for the 3GPP VNF and approve the proposed SID in S3-18xxxx. 
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