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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.856
2
References

N/A
3
Rationale





During SRVCC from 5G to 3G, the key received by the MSC server from the AMF shall not be able to derive the key used by the source.
4
Detailed proposal

*************** Start of Change ****************
5
Key issues
Editor’s note: This clause contains key issues that should be addressed by SA3. 
5.X
Key Issue #X: Achieving backward security of key derivation during SRVCC from 5G to 3G
5.X.1
Key issue details

During SRVCC from 5G to 3G, the potential approaches for the AMF to transfer the UE security context to the MSC server are as follows:

· the AMF may directly transfer it to the MSC if there is a direct interface between them, or

· the AMF may transfer it to the MSC server with the help of the MME if there is no such direct interface.
For backward security, the MSC server should never know the KAMF nor should the KAMF be revealed to an entity other than the AMF where the key is generated. In both approaches, if the AMF or the MME does not derive new keys (CKSRVCC and IKSRVCC) and generate a mapped SRVCC security context for the MSC server instead of sending KAMF to the MSC server, or if the keys sent to the MSC server are not generated properly, the MSC server or an attacker can gain knowledge of KAMF and violate backward security.   

5.X.2
Security threats 

If the backward security is not achieved, the key (KAMF) used at the AMF based on the key received from the AMF or the MME may be used to attack 5G system, for example, deriving other keys based on KAMF and recover communication between a UE and the system.
5.X.3
Security requirements

-
backward security shall be achieved when handover is performed from the AMF to the MSC server
*************** End of Change ****************
