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1	Decision/action requested
Endorse the recommendations
2	References
 [1]	TS 33.501
3	Rationale
3.1 Editor’s notes on identifier formats
[bookmark: _Toc508885444]In TS 33.501 Annex C  (normative) several Editor’s Notes on identifier formats can be found for protection schemes for concealing the subscription permanent identifier with an encryption scheme or with the null-scheme., 
The following Editor’s Notes are pending on the format of the Subscription identifier.

C.2 NULL Scheme
Editor's Note: It is FFS to contact other WGs (like CT1) or wait for their progress before finalizing the identifier, and size of the null-scheme. The maximum size should cover both the IMSI and NAI formats.
C.3.2	Processing on UE side
Editor's Note: The format and encoding of the final output needs to be finalized by CT WG1.
 C.3.4.1	Profile <A>
Editor's Note: It is FFS to contact other WGs (like CT1) or wait for their progress before finalizing the identifier, and size of the null-scheme. The maximum size should cover both the IMSI and NAI formats.
C.3.4.3	Profile <B>
Editor's Note: As stated in LS S3-172505 from ETSI SAGE, a rogue PLMN may sell a SUCI decryption service to parties operating false base stations in other networks. Moving the SUPI reveal into the 5G-ACA message mitigates this attack. If the SUPI reveal is not moved, the attack needs to be mitigated in other ways, e.g. by including the PLMN id of the serving network in SharedInfo2. It if ffs if a binding to PLMN id causes other problems.

3.2 Possible Subscription identifier formats
3.2.1 General
A UE while doing the 5G AKA procedure (TS 33.501 clause 6.1.3.2) may present the subscription identifier in 3 different formats SUCI, SUPI or IMSI, with the latter to be used by a legacy USIM. 5G Subscription identifier SUPI or its encrypted form SUCI, or even IMSI if UE uses legacy LTE USIM, need to be represented in the Registration Request and UE Authentication procedure in 5G network. 
If the authentication procedure is using EAP AKA’ procedure (TS 33.501 clause 6.1.3.1), then the representation will be using the NAI format, i.e “joe@example.com”, as defined in RFC 7542.
This discussion paper suggests that for presentation of the subscription identifier in multiple scenarios as described above, a common format to represent any of the identifiers could ease the registration and authentication processes.

3.2.2 IMSI
Structure of IMSI is defined in TS 23.003 as consisting of 15 digits, constructed with 3 parts as MCC (3 digits) +MNC (2/3digits)+MSIN(10/9digits). MCC is Mobile Country Code, MNC is Mobile Network Code.
MSIN is Mobile Subscriber Identification Number (MSIN) is a unique number to identify subscribers in a mobile network. It is used within the International Mobile Subscriber Identity (IMSI). The MSIN is at most 10-digits long.
IMSI Format:
	IMSI

	MCC (3 digits)
	MNC (3digits)
	MSIN (9 digits)



3.2.3 SUPI
A general format of the SUPI:
	SUPI

	MCC (3 digits)
	MNC (3digits)
	UDM Selector (8 bits)
	MSIN



3.2.4 SUCI 
Since the concealed subscription identifier SUCI is exchanged between the UE and the UDM in the core network, the UDM need to understand how the UE has coded the MSIN. This information, the method of encoding need to be part of the exchanged format along with the encoded output itself, there are no other message exchanges between the UE and the UDM during the Authentication process.  
It has been agreed in 3GPP SA3 to support at least 2 Elliptic curves, ECIES Curve A and Curve B to encrypt the MSIN part of the IMSI/SUPI while the identifier is used as the SUCI in release R15. The current parameters defined for the Curve A and B, are:
{ EC domain parameters, EC Diffie-Hellman primitive, KDF, Hash, Ephemeral public key string (SharedInfo1), MAC, mackeylen, maclen,  SharedInfo2, ENC, enckeylen }  (Empty strings have been omitted).
Later releases may use more curves to encrypt the MSIN. Hence a scheme to represent the SUCI, need to support a flexible scheme of representation to accommodate multiple fields, each field flexible enough to support multiple options. 
3.3 Subscription Id representation to accommodate multiple fields 
Given below is an example of the SUCI fields required and their length in bits, some of the empty strings has been omitted.

	Field 
	Length (bits)

	Identifier type (SUPI, SUCI, IMSI)
	2

	Encryption on / off
	1

	ENCRYPTION Algorithm identifier 
	4 bits

	ECIES Curve selected for encryption
	4 bits 

	Ephemeral Public key of Sender 
	256 bits

	Length of encrypted MSIN
	4 ( 128 bits, 192 bits, 256 bits, 512 bits,)

	MSIN or Encrypted MSIN
	

	MSIN MAC (Message Authentication of the MSIN field computed using the ECIES curves)
	256bits

	UDM Selection parameter
	8 bits

	MCC
	24 bits (3 digits)

	MNC
	24 bits (3 digits)

	KDF used for the encryption
	3bits

	KDF Optional parameters
	??





3.4 Simplification of Subscription id representation
 (
Use some of the bits to represent the profiles
)A look at the above format shows some of the fields are encryption/curve specific and can be agreed prior, they can be set to known pre agreed values such as to a profile or a scheme. Hence only the profiles and the mandatory values need to be exchanged between the UE and the network. A representation with such an optimization may look like,
	Field 
	Length (bits)

	Identifier type (SUPI, SUCI, IMSI)
	2

	Encryption on / off
	Represented by Profile

	ENCRYPTION Algorithm identifier
	Represented by Profile

	ECIES Curve selected for encryption/Profile
	4 bits for Curve/Profile

	Ephemeral Public key of Sender 
	256 bits

	Length of encrypted MSIN
	Represented by Profile

	MSIN or Encrypted MSIN
	128/192/256/512 bits

	MSIN MAC (Message Authentication of the MSIN field computed using the ECIES curves)
	256bits

	UDM Selection parameter
	8 bits

	MCC
	24 bits (3 digits)

	MNC
	24 bits (3 digits)

	KDF used for the encryption
	Represented by Profile

	KDF Optional parameters
	Represented by Profile




4. Recommendations
Proposal 1: A unified format to represent the Subscription id in using multiple ids SUPI/SUCI/IMSI is required in 5G. SA3 should endorse.
[bookmark: _GoBack]Proposal 2: When the Subscription id represented is SUCI, to reduce the exchange of multiple fields, defining standardized profiles need to be considered. SA3 should endorse.
Proposal 3: Since CT4 is defining the CN messages and the formats, CT1/CT4 needs to be informed about the choice fields needed by an LS.

