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1	Decision/action requested
Endorse the recommendations below

2	References
 [1]	RP LS 180590


1. Overall Description:
The RP LS states “ At the RAN plenary meeting #79 there was a discussion about support for secured signalling-only connection in R15 NR.
RAN confirms there is a requirement to support secured signalling-only connection in Rel-15 (e.g due to RRC redirection, or logged MDT measurement reporting). RAN3 is requested to start developing corresponding specifications at their next meeting to cover the use cases.”

2. Actions:
To SA2, SA3 
ACTION: TSG RAN asks SA2 and SA3 to provide RAN WG3 with use cases for this feature.”
2. AI to SA3
TSG RAN has given SA3 an AI to provide use cases for the secured signalling only connection feature for R15 NR.
Signalling only connection scenarios are described in TS 23.501 and TS 23.502. Following is a snapshot of such scenarios.

2.1 Support for secure “Signalling only connection”
1) In 5G System, Registration Procedure entails only setting up of “Signalling only” connection. 
Snippet from TS 23.502 Registration Procedure:
Clause 4.2.2.2.2:
· 9c.	Upon completion of NAS security function setup, the AMF initiates NGAP procedure as specified in TS 38.413[10]. This is to enable 5G-AN use it for securing procedures with the UE.
· 9d.	The 5G-AN stores the security context and acknowledges to the AMF. The 5G-AN uses the security context to protect the messages exchanged with the UE as described in TS 33.501[29].

2) Furthermore, Service Request can be performed by the UE in order to setup “signalling only” connection (even if the UE has PDU Sessions established). 
3) When the UE is registered (RM-REGISTERED) and in connected state (CM-CONNECTED), there could be scenarios for the Network to redirect the UE e.g. to EPS. 
4) If the RRC redirection and/or UE capability enquiry happens with no security context for the AS procedure, following are the possible consequences:
a. Not ciphering and integrity protecting RRCConnectionRelease with Redirection may result in an attacker sending UEs to other cells. RRCConnectionRelease needs to be performed in a secured manner, to redirect the UE to any other band for load balancing or access type for different network reasons. The redirection in LTE is not secured and many attacks have been reported from the field. 
b. AMF may need to ask the capabilities with initial context setup; however, AMF may also need to get the radio capabilities before this step-in order to be able to send the “IMS VoPS supported” to the UE; so, we will also likely need to secure the UE Capability Enquiry as part of an S1AP UE Radio capability match request procedure. In either case, UE capability enquiry must be performed in a secure manner.
Observation 1: Support for signaling only connection is a requirement for 5G System. Enabling secure AS procedure is essential to support RRC Connection Release with Redirection, UE Capability Enquiry.

2.2 Scenarios requiring support for Redirection
1) General support for RRC Redirection for UE(s) in Single-Registration Mode
Clause 5.17.2.2.2
Mobility for UEs in single-registration mode “For connected-mode mobility from 5GS to EPS, either inter-system handover or RRC connection release with redirection to E-UTRAN is performed
2) EPS Fall back – In this case, redirection happens at the time of DRB setup, DRB setup is rejected and RAN decides to redirect the UE. From N2 perspective, AMF could either provide AS security context immediately after NAS authentication procedure or at the time of DRB setup.
Snippet from TS 23.501 vf.0.0:
Clause 5.16.4.1:
· NG-RAN triggers redirection to EPS at QoS Flow establishment for IMS Emergency Services (e.g. voice). 
3) Emergency Services Fallback - In this case, redirection happens with a pure signalling only connection. From N2 perspective, AMF has to provide AS security context immediately after NAS authentication procedure.
Clause 5.16.4.11:
· 5GC may support the mechanism to direct or redirect the UE either towards E-UTRA connected to 5GC (RAT fallback) when only NR does not support Emergency Services or towards EPS (E-UTRAN connected to EPC System fallback) when the 5GC does not support Emergency Services. 

Snippet from TS 23.502 vf.1.0:
Clause 4.13.4.2:	
· 4.	5GC triggers a request for Emergency services fallback by executing an NG-AP procedure in which it indicates to NG-RAN that this is a fallback for emergency services. When AMF initiates Redirection for UE(s) that have been successfully authenticated, AMF includes the security context in the request to trigger fallback towards NG-RAN.
Observation 2: Support for RRC Release redirection with “SRB only” connection is needed in order to support EPS Fallback and Emergency Services Fallback. Furthermore, AMF needs to provide AS security context in the NGAP Procedure (without the need to setup DRB) for the purpose of “Emergency Services Fallback” and General Redirection (Scenarios 3, 1 in this section).
2.3 Access Agnostic Registration Procedure over 3gpp/non-3gpp access
In order to support Registration for UE(s) over non-3GPP access, AS security context needs to be provided to N3IWF immediately after NAS authentication procedure. The same requirement applies also for Service request when the UE moves from CM-IDLE to CM-CONNECTED state. If the AS security context is provided only at the time of DRB setup from AMF to NG-RAN while the AS security context is provided immediately after NAS authentication procedure for non-3GPP access procedure, then the Registration Procedure will not be access agnostic anymore.


2.4 Summary
1)  There are multiple scenarios specified in TS 23.501 and TS 23.502 which require a secure signalling connection for Regular Registration procedure and Service Request in order to facilitate support for Redirection and UE Capability Enquiry. This requires the AMF to provide AS security context after NAS authentication procedure is performed (even before DRB setup is requested over N2).
2) There is a need to support secure signalling only connection for Registration and Service Request Procedure performed via non-3GPP access. To support common Registration Procedure between non-3GPP access and 3GPP access also requires the AMF to provide AS security context after NAS authentication procedure is performed (even before DRB setup is requested over N2).
2.5 Recommendations

There are many scenarios specified in TS 23.501 and TS 23.502 where a signalling only connection needs to be established with the UE before DRBs are set up. In Emergency service or IMS voice call scenarios the UE may need to be redirected to LTE/EUTRAN. In such scenarios, it is security risk, if such commands are not security protected. 
In the context of GERAN redirection, SA3 had discussed and arrived at 2 solutions captured in S3c0011. However, the RAN groups selected a solution based on AS Context set up for easy implementation. Similar to LTE, redirection 5G need to be secured.

 2) Capture in TS 33.501 that If AMF sends ‘UE Initial context setup Request’ to the gNB, with ‘UE security capability information’, AS Security context shall be established between the UE and the gNB for securing the signalling. See companion CR (S3-XXXXX) to specifically capture this in TS 33.501.
3) Send reply LS to TSG RAN, SA2, RAN3 (CC: RAN2, TSG SA) about the SA3 agreement to support the AS Context setup for signalling only connections. 
. 
