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Abstract of the contribution: Rogue base stations are a demonstrable threat to the privacy and security of 3GPP UEs and networks, making them vulnerable to MiTM attacks, tracking, and hijacking.  This contribution aims to reach a decision to study the use of PKI for mitigation of such attacks.
Summary
Rogue base stations exploit the security weakness of each generation of cellular technologies, and the exploitation techniques continually evolve. One of the most common attacks on cellular technologies is for a rogue base station to obtain a subscriber’s IMSI which can be forced to be sent in the clear by the UE.  In the industry, there are three methods to address this problem.

The first category is to detect the anomaly of a) mobile transmissions and b) configurations of the base station the mobile attached to, and to generate alerts to warn the users.  However, this method is not foolproof.

The second category is to create a unique signature on the legitimate base station to allow for the mobiles to differentiate rogue base stations from legitimate base stations. The unique signature cannot be mimicked by the rogue base station. One of the methods to create such a signature is to leverage PKI certificates.

The third category is to encrypt the IMSI/SUPI, following the 3GPP 5G phase 1 specification, which can defeat some of the threats from rogue base stations, i.e., the IMSI catcher cannot catch the complete (i.e., MCC+MNC+MSIN) IMSI/SUPI any more. However, there are other threats from a rogue base station that IMSI encryption cannot overcome, as discussed below.
PKI infrastructure offers the capability to perform mutual authentication and security between base station and mobiles as well as between base stations. A UE could detect a rogue base station from the downlink broadcast messages with a unique signature created by the certificates prior to initiating RRC connection. Additionally, a base station could detect a false UE not using the same techniques in the RRC establishment process and choose not to forward the attach request to the core network. Techniques making use of PKI can mitigate the following known vulnerabilities in LTE which cannot be addressed by only partially confidentiality protecting the IMSI/SUPI:

· Leakage of temporary IDs (e.g., GUTI): By encrypting the control messages, the temporary IDs such as GUTIs can be protected.
· Distributed DoS attacks: Attacking UEs can try to attach to the network at the same time and produce a flood of attach requests, which can be especially damaging to small-scale networks. The increasing prevalence of IoT devices for 3GPP networks makes this attack more feasible in the future. A base station capable of verifying UEs could choose not to forward attach requests of false UEs.
· Network configuration sniffing: By encrypting the control messages, the rogue base stations are not able to determine the legitimate base station cell configurations.
· Paging channel attacks: With knowledge of a UE’s GUTI, an attacker can send false paging messages targeted to that UE. This can be used for several different purposes, including denying the UE service simply by drowning out legitimate paging messages, producing false emergency alerts (message spoofing) or user location/presence tracking.
Recommendation

It is proposed to study the functionality to support the use of PKI in special use cases (e.g., isolated, serving critical/government communication needs networks) to protect 5G networks.
