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1
Decision/action requested

It is requested to discuss and approve the proposed changes.
2
Rationale

This contribution is a merger of Ericsson's S3-180306 and Vodafone's S3-180337. Therefore, rationale sections are not repeated here. Summary:
· Two mandatory profiles are proposed.
· Four optional profiles are proposed, as guidelines.

3
Detailed proposal

***
BEGIN CHANGE
***.
[x
]
IETF RFC 7748: "Elliptic Curves for Security".
[y]
IETF RFC 5639: "Elliptic Curve Cryptography (ECC) Brainpool Standard Curves and Curve Generation".
***
NEXT CHANGE
***.
C.3.4
ECIES profiles

The ECIES profiles shall be compliant with and use the terminology from SECG version 2 [29][30]. The profiles shall use “named curves” of prime group order.

All profiles shall use the Elliptic Curve Cofactor Diffie-Hellman Primitive (section 3.3.2 of [29]) to enable future addition of profiles with cofactor h ≠ 1. For curves with cofactor h = 1 the two primitives (section 3.3.1 and 3.3.2 of [29]) are equal.

All profiles shall use point compression to save overhead. Modern curves such as Curve25519 and Curve448 shall use their own standardized formal for point to byte string encoding [x].

The profiles shall not use backwards compatibility mode (therefore are not compatible with version 1 of SECG).
If the home operator's decision (i.e., indicated by the USIM) is that the ME shall calculate the SUCI, then the home operator shall select (i.e., indicate in the USIM) one of the profile(s) listed below in this subclause. The ME shall use the selected profile in the calculation of the SUCI.
If the home operator's decision (i.e., indicated by the USIM), is that the USIM shall calculate the SUCI, then the home operator may select one of the profile(s) listed below in this subclause. The home operator may also select other profiles according to its policy. 
C.3.4.1
Profile <A>

The ME shall implement this profile. The ECIES parameters for this profile shall be the following:

-
KDF











: ANSI-X9.63-KDF

-
Hash











: SHA-256

-
MAC











: HMAC–SHA-256

-
mackeylen









: 256

-
maclen










: 64

-
ENC











: AES–256 in CTR mode

-
enckeylen










: 256
-
EC Diffie-Hellman primitive




: Elliptic Curve Cofactor Diffie-Hellman Primitive

-
EC domain parameters






: Curve25519 [x]
-
point compression







: N/A
-
backwards compatibility mode




: false
C.3.4.2
Profile <B>

The ME shall implement this profile. The ECIES parameters for this profile shall be the following:

-
KDF











: ANSI-X9.63-KDF

-
Hash











: SHA-384

-
MAC











: HMAC–SHA-384

-
mackeylen









: 384

-
maclen










: 64

-
ENC











: AES–256 in CTR mode

-
enckeylen










: 256
-
EC Diffie-Hellman primitive




: Elliptic Curve Cofactor Diffie-Hellman Primitive

-
EC domain parameters






: Curve448 [x]
-
point compression







: N/A
-
backwards compatibility mode




: false
C.3.4.3
Profile <C>

The ME may implement this profile. The ECIES parameters for this profile shall be the following:

-
KDF











: ANSI-X9.63-KDF

-
Hash











: SHA-256

-
MAC











: HMAC–SHA-256

-
mackeylen









: 256

-
maclen










: 64

-
ENC











: AES–256 in CTR mode

-
enckeylen










: 256

-
EC Diffie-Hellman primitive




: Elliptic Curve Cofactor Diffie-Hellman Primitive

-
EC domain parameters






: secp256r1 [30]
-
point compression







: true
-
backwards compatibility mode




: false
C.3.4.4
Profile <D>

The ME may implement this profile. The ECIES parameters for this profile shall be the following:

-
KDF











: ANSI-X9.63-KDF

-
Hash











: SHA-384
-
MAC











: HMAC–SHA-384
-
mackeylen









: 384
-
maclen










: 64

-
ENC











: AES–256 in CTR mode

-
enckeylen










: 256

-
EC Diffie-Hellman primitive




: Elliptic Curve Cofactor Diffie-Hellman Primitive

-
EC domain parameters






: secp384r1 [30]
-
point compression







: true
-
backwards compatibility mode




: false
C.3.4.5
Profile <E>

The ME may implement this profile. The ECIES parameters for this profile shall be the following:

-
KDF











: ANSI-X9.63-KDF

-
Hash











: SHA-256

-
MAC











: HMAC–SHA-256

-
mackeylen









: 256

-
maclen










: 64

-
ENC











: AES–256 in CTR mode

-
enckeylen










: 256

-
EC Diffie-Hellman primitive




: Elliptic Curve Cofactor Diffie-Hellman Primitive

-
EC domain parameters






: brainpool384 [y]
-
point compression







: true
-
backwards compatibility mode




: false
C.3.4.6
Profile <F>

The ME may implement this profile. The ECIES parameters for this profile shall be the following:

-
KDF











: ANSI-X9.63-KDF

-
Hash











: SHA-384

-
MAC











: HMAC–SHA-384

-
mackeylen









: 384

-
maclen










: 64

-
ENC











: AES–256 in CTR mode
-
enckeylen










: 256

-
EC Diffie-Hellman primitive




: Elliptic Curve Cofactor Diffie-Hellman Primitive

-
EC domain parameters






: brainpool384 [y]
-
point compression







: true

-
backwards compatibility mode




: false



***
END OF CHANGES
***

�Note to rapporteur: These are two new references to be added.







