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1
Decision/action requested

It is requested to approve the proposal into TS 33.501.
2
References

N/A
3
Rationale

Given that SA3 has already determined key hierarchy from the K to the KSEAF at #89, the first EN of clause 6.2.1 about updating the figure and relevant description can be deleted.

Since SA3 has agreed that backward security during AMF set changes shall be achieved, 5GC shall support a horizontal key derivation like mechanism for KAMF, the EN on this content shall be deleted.
This contribution also adds the definition of KAMF and KgNB which are missing in current specification, and updates indexed clause number as well.
4
Detailed proposal
***
BEGIN THE CHANGE
***

6.2

Key hierarchy, key derivation, and distribution scheme
Editor's Note: This subclause is meant to contain an overall description of all the keys in the 5G key hierarchy, also comprising keys shared between UE and access network that are defined only below in clause 8 of the present document. 

6.2.1
Key hierarchy

Requirements on 5GC and NG-RAN related to keys:

a)
The 5GC and NG-RAN shall allow for use of encryption and integrity protection algorithms for AS and NAS protection having keys of length 128 bits and for future use the network interfaces shall be prepared to support 256 bit keys.

b)
The keys used for UP, NAS and AS protection shall be dependent on the algorithm with which they are used.
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Figure 6.2.1-1: Key hierarchy in 5GS 



Editor’s Note: When the AUSF stored the KAUSF, it is FFS whether the USIM or ME needs to store it too.  

The keys related to authentication (see Figure 6.2.1-1) includes the following keys: K, CK/IK, and if EAP-AKA’ is used CK’/IK’.
The key hierarchy (see Figure 6.2.1-1) includes the following keys: KAMF, KNASint, KNASenc, KN3IWF, KgNB, KRrCint, KRRCenc, KUPint and KUPenc.

Key for AMF:

-
KAMF is a key derived by ME and SEAF from KSEAF. KAMF is further derived by ME and source AMF when performing horizontal key derivation. 
Keys for NAS signalling: 

-
KNASint is a key, which shall only be used for the protection of NAS signalling with a particular integrity algorithm.

-
KNASenc is a key, which shall only be used for the protection of NAS signalling with a particular encryption algorithm. 

Editor’s Note: Further description, according to agreement on AMF handling UEs from multiple accesses, is FFS.

Key for gNB:

-
KgNB is a key derived by ME and AMF from KAMF. KgNB is further derived by ME and source gNB when performing horizontal or vertical key derivation.  
Keys for UP traffic: 

-
KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. 

-
KUPint is a key, which shall only be used for the protection of UP traffic between ME and gNB with a particular integrity algorithm.

Keys for RRC signalling: 

-
KRRCint is a key, which shall only be used for the protection of RRC signalling with a particular integrity algorithm.

-
KRRCenc is a key, which shall only be used for the protection of RRC signalling with a particular encryption algorithm.

Intermediate keys: 

-
NH is a key derived by ME and AMF to provide forward security as described in Clause A.10. 

-
KgNB* is a key derived by ME and gNB when performing a horizontal or vertical key derivation as specified in Clause 6.9.4.1.1 using a KDF as specified in Clause A.11.
***
END OF THE CHANGE
***
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