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1
Decision/action requested

Approve the pCR for handover from EPS to 5GS as presented in section 4 below
2
References

[1]
3GPP TS 23.502 v1.4.0

[2]
3GPP TS 23.501 v1.6.0
[3]

S3-173521 Agreements on Interworking
3
Rationale

This pCR provides handover from EPS to 5GS for a connected mode SR UE over N26.
4
Detailed proposal

********************Start of pCR***********************************

 9
Security of Interworking 

Editor's Note: This clause covers security of Interworking with LTE systems
9.b
Handover from EPS to 5GS over N26

9.b.1 
General
This subclause covers the case of handoff from EPS to 5GS, as defined in 23.502[x].

9.b.2
Procedure
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Figure 9.b.2-1 Handover from EPS to 5GS over N26

NOTE: This procedure is based on clause 4.11.1.2.2 in TS 23.502 and only includes steps and description that are relevant to security.

1. The eNB sends a Handover Required message to the MME, including UE's identity and UE's security capabilities.
NOTE: The MME checks whether the UE's security capabilities and access rights are valid in order to decide whether it can initiate handover to 5GS.
2. The MME selects the target AMF and sends a Forward Relocation Request to the selected AMF. The MME includes UE’s EPS security context in this message.

3. The target AMF derives a mapped KAMF key from the received KASME. 

Editor’s Note: Freshness parameters used in the derivation of the mapped KAMF from KASME is FFS. As an example, the AMF may use {NH, NCC} pair received from the MME as freshness parameters.
The AMF then derives the complete 5G security context including the NAS keys and KgNB from the mapped KAMF key. It associates this mapped 5G Security context with KSI4G.
NOTE: The AMF derives an KgNB using the KAMF instead of using the {NH, NCC} pair received from the MME.
Editor’s Note: The NAS keys and KgNB derivation details are FFS.
4. The target AMF requests the target gNodeB to establish the bearer(s) by sending the Handover Request message.

The AMF includes the ngKSI value associated with the mapped 5G context, required freshness parameters used in the derivation of keys in step 3 and the selected NAS security algorithms in a transparent container, and sends it along with the derived KgNB and the UE 5G security capabilities in the Handoff Request message to the target gNB.

5. The target gNB selects the 5G AS algorithms from the list in the UE 5G security capabilities and derives the 5G AS security context. 

The target gNB sends Handoff Request Ack message to the AMF. It includes the selected 5G AS algorithms, ngKSI, and the transparent container received from the AMF (in step 4) in the Target to Source Container, and includes it in the Handoff Request Ack message.

6. The AMF sends the Forward Relocation Response message to the MME. The required security parameters obtained from gNB in step 5 are forwarded to the MME.

7. The MME sends the Handover Command to the source eNB. The source eNB commands the UE to handover to the target 5G network by sending the Handover Command. This message includes all the security related parameters obtained from the AMF in step 6.

8. The UE derives a mapped KAMF key in the same way the AMF did in step 3. It shall also derive the NAS keys and KgNB as the AMF did in step 3. It associates this mapped 5G security context to KSI4G. 

NOTE: The uplink and downlink NAS COUNT values for the mapped 5G security context shall be set to start value (i.e. 0) in both the AMF and the UE when deriving the NAS keys.
Editor’s Note: The key derivation and the NAS parameter transfer between target AMF and UE need to be aligned with N2-based handover.
The mapped 5G security context  becomes the current 5G security context.

9. The UE sends the Handoff Complete message to the target gNB. This shall be ciphered and integrity protected by the keys in the current 5G security context.

10. The gNB notifies the target AMF with a Handoff Notify message.
If the UE has a native 5G security context established during the previous visit to 5GS, then the UE shall provide the associated the 5G-GUTI as an additional GUTI in the Registration Request following the handover procedure. The AMF shall try to retrieve the native security context using the 5G-GUTI and if available The AMF may activate the native KAMF by performing a NAS SMC procedure.
********************End of pCR***********************************
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