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1	Decision/action requested
This contribution comments on the proposal S3-180296, in which the authors suggested that forward secrecy with Diffie-Hellman procedure shall be postpone as a phase 2 feature, although the authors are also positive in including Diffie-Hellman based forward secrecy for 5G.
2	References
 [1]    S3-180296, Adding forward secrecy for AKA in phase 2 without bidding-down problems

3	Rationale
During the development of TR 33.899, reducing the impact of secret key leakage has been agreed within the group as a phase 1 feature. The threats have been studied by GSMA three years ago and wish the threats can be resolved. A number of operators, including China Mobile, DT, and Vodafone, have submitted quite a few proposals and require to include forward secrecy in the phase I. 
Diffie-Hellman procedure is a well know method that can provide perfect forward secrecy for communication data. With such a procedure, even if secret key is leaked, user’s historical data can still be securely protected. This will significantly alleviate user’s concern on undetectable data inception over the air. Therefore, we strongly support the requirements from operators and wish to provide a stronger user data protection at the beginning of the deployment of 5G. 
We have reviewed proposal S3-180296 [1] and have comments as follows:
Comments 1:
· “We are positive of having forward secrecy in the authentication protocols, such as EAP-AKA’ and 5G AKA. In our thinking, the HPLMN has clearly more incentive to protect their own credentials, and may have an interest in ensuring that the Diffie-Hellman is run for a given customer. It would be difficult for the VPLMN to know this.”
Diffie-Hellman procedure is a well-known security procedure and has been included into many protocols. Similar to the negotiation of encryption algorithm, it can be included into NAS procedure, and visited network can get indication from home network whether Diffie-Hellman procedure should be used for a specific user. Therefore, the difficulty mentioned above is not an issue. 
Comments 2:
· “Furthermore, some authentication methods, such as EAP TLS, may already include forward secrecy, and running Diffie-Hellman again e.g. as part of NAS SMC would not make sense.”
For authentication protocol that already includes Diffie-Hellman procedure, they can choose not to use Diffie-Hellman procedure in the NAS signalling exchange. Diffie-Hellman is an optional feature, turned it on or off is not an issue. 
Comments 3:
·  “The threats related to secret key leakage were discussed in KI#2.2 “Reducing the impact of secret key leakage”, and it was agreed that the topic has lower priority, and the focus should be put to the potential bidding down attacks if it is added in later phases.”
Although it is low priority, it is a feature for phase 1. Since quite a few company interesting in it, we should include it in the phase I and make it available for user as early as possible, instead of focus on bidding down attacks, which might not be necessary if we include it in NAS signalling.  
Comments 4:
· “We have demonstrated in draft-arkko-eap-aka-pfs [1] that running Diffie-Hellman with EAP-AKA’ can be added as an optional feature. … We propose that SA3 decided that forward secrecy is a phase 2 issue, and that 5G AKA is enhanced with similar MAC that is already present in EAP-AKA’.  ”
The above statement indicates that, for each new authentication protocol that might be adopted by future system, and if Diffie-Hellman procedure is not there, then we have to amend the protocol first before it can be put in use. This incurs more workload in protocol design and is not right way for standardization. 
4	Conclusion
Based on the rationale provided in the above discussion, we have following proposals:
Proposal 1: perfect forward secrecy shall be included as a phase I feature 
Proposal 2: related proposals S3-180215, S3-180217, S3-180219, and S3-180220 shall be opened and discussed:

