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1
Decision/action requested

Retrieval of home public key before SUCI calculation in the ME.
2
References

[1]
3GPP TS 33.501 v0.6.0 

3
Rationale

During last SA3 meeting, SA3 decided that the SUCI calculation shall be performed either by the ME or by the USIM based on operator’s decision indicated in the USIM.

In case of SUCI calculation in the ME, the ME retrieves and uses the home network public key stored in the USIM to compute the SUCI. The home network public key shall not remain available in the ME after the SUCI calculation in the ME. Only the tamper resistant secure hardware component can guaranty the required protection in integrity for this key. Additionally, in case of change of USIM or UICC in the ME, the home network public key available in the ME could be different from the one stored in the new USIM.  
Consequently, we propose that the ME shall always retrieve the home network public in the USIM prior SUCI calculation in the ME. 
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to TS 33.501.

   *** START of 1st CHANGE ***

5.1.5
Subscriber privacy 

Editor's Note: This subclause will contain general, high-level requirements on the UE related to at least the core network subscription identifiers (i.e., SUPI/SUCI and 5G-GUTI). Requirements should not unnecessarily delve into solutions.

The UE shall support 5G-GUTI.

The SUPI should not be transferred in clear text over 5G RAN except routing information, e.g. Mobile Country Code (MCC) and Mobile Network Code (MNC).

The UE shall support at least one privacy-preserving mechanism.
The home network public key shall be stored on the tamper resistant secure hardware component. 

The UE shall support the null-scheme.
If the home network has not provisioned the public key in the tamper resistant secure hardware component, the SUPI protection in initial registration procedure is not provided. In this case, the null-scheme shall be used by the ME.
Editor's Note: Where the calculation of SUCI is done is FFS. 

Based on operator’s decision, indicated by the USIM, the calculation of the SUCI shall be performed either by the USIM or by the ME.

NOTE 1: If the indication is not present, the calculation is in the ME.

When it is performed by the ME, prior the SUCI calculation the ME shall always request the USIM to provide the home network public key.
In case of an unauthenticated emergency call, privacy protection for SUPI is not required.
Provisioning, and updating the home network public key in the tamper-resistant hardware shall be in the control of the home network operator. 

NOTE 2:
The provisioning and updating of the home network public key is out of the scope of the present document. It can be implemented using, e.g., the Over the Air (OTA) mechanism.
Subscriber privacy enablement shall be under the control of the home network of the subscriber. 

Editor’s Note: It is FFS if the visited network should be able to require usage of the null-scheme and how to avoid that a fake visited network forces the UE to use the null-scheme.

*** END of 1st CHANGE ***
