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1
Decision/action requested

It is requested to discuss and approve the proposed changes.
2
Rationale

It is the home network operator's decision which part of the UE calculates the SUCI, either the USIM or the ME. It is also the home network operator's decision which home network public key and protection scheme shall be used for the calculation of the SUCI.

Therefore, a mechanism in the home network operator's side is needed in order to verify that the SUCI has been calculated according to the home network operator's decisions. What action the home network operator takes if the verification fails could be left to implementations. 

Incorrectly calculated SUCIs could be for example the ones using incorrect length of MAC in ECIES scheme. So, the home network should reject such incorrectly calculated SUCIs. Mind that, 3GPP networks do not allow NAS messages with incorrectly calculated NAS-MAC field, or incorrectly calculated RES value during authentication. However, to cater potential mis-provisioning, the home network could also re-provisions the UEs. To cater potential bug in USIM/ME, the home network could also accept incorrectly calculated SUCIs until the bug is resolved. 

Further, if incorrectly calculated SUCIs are accepted by the home network, then ME does not need to use the calculation in USIM, never. For example, even if the home network has decided that USIM calculates the SUCI using some ECIES-scheme, the ME could always send SUCI with null-scheme because the home network accepts it. So, the home network shall actually check if the deconcealed SUPI was actually provisioned to use null-scheme or not. Various possible actions could be as above.

Also mind that if the USIM or ME is consistently miscalculating the SUCI without considering what was provisioned by the home network operator, it could also mean that the USIM or the ME has been compromised. Therefore, the home network operator could use automated or manual judgement on how to verify or handle such case. Various possible actions could be as above.
3
Detailed proposal

***
BEGIN CHANGE
***
6.12.5
Subscription identifier de-concealing function (SIDF)

SIDF is responsible for de-concealing the SUPI from the SUCI. SIDF is using the private key part of the privacy related home network public/private key pair that is securely stored in the home operator's network. The de-concealment shall take place at the UDM. Access rights to the SIDF shall be defined, such that only a network element of the home network is allowed to request SIDF.

Editor's note: One UDM can comprise several UDM instances. How to find the right UDM instances is ffs keeping in mind that the SIDF needs to be invoked first.
After de-concealing the SUPI from the received SUCI, the network shall verify that the received SUCI was generated using the home network public key and the protection scheme provisioned for that SUPI (i.e., the subscription of the UE). The network may handle failed verification in an implementation specific way.

***
END OF CHANGES
***

