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1
Decision/action requested

Approve the pCR below
2
References

3
Rationale

SA2 has specified that the NRF must authorize service discovery. While the details of authorization depend on a joint effort from SA2 and SA3, it is up to SA3 to ensure that this authorization can be done by enabling the NRF to authenticate NFs. Otherwise it is possible for a malicious NF to register as a legitimate NF.
4
Detailed proposal

***** First Change *****
9.1.3.4
Authorization and authentication aspects

***** Next Change *****
9.1.3.4.2
Authorization and authentication between network functions and the NRF

NRF and NF shall authenticate each other during discovery and registration. If the PLMN uses protection at the transport layer, the protection at the transport layer shall be used for mutual authentication of the NRF and NF.

Procedures for transport layer protection of service base interfaces are specified in clause 9.1.3.2 of the present specification.

If the PLMN does not use protection at the transport layer, mutual authentication of NRF and NF may be implicit by NDS or physical security.

After successful authentication between NRF and NF, the NRF shall decide whether the NF is authorized to perform discovery and registration.

***** End of Changes *****
