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1. Overall Description:

SA3 studies the protection of messages sent between SEPPs, specifically replay protection of the whole messages, and integrity and confidentiality protection of certain parts of the messages. 
In this study, SA3 has made the following assumption
:


Assumption: Messages transported between SEPPs use HTTP over TCP.

Question: SA3 asks CT4 and SA2 whether this assumption is valid.

SA3 would like to inform CT4 and SA2 that, in order to protect messages transported between SEPPs, the SEPP needs to include additional security information, either in the NF-originated original message or in a SEPP-to-SEPP message that encapsulates the NF-originated message. The security information is needed to decipher or verify protected parts of the original request, and to protect against replay attacks.

SA3 has discussed different solutions to include this information:

 
Solution A) as a separate HTTP header in the NF-originated original message,

Solution B) as JSON data in the HTTP body of the NF-originated original message

Solution C) as data provided on a layer outside the NF-originated original message, i.e. in a SEPP-to-SEPP message that encapsulates the NF-originated message, i.e a new layer between TCP and HTTP, or 


Solution D) as query or path parameters in the HTTP request-line of the NF-originated original message.
SA3 has identified an issue with Solution B: For HTTP methods that do not contain JSON data in the HTTP body (this includes the GET method), it will not be possible to include security information as JSON data in the HTTP body either. Hence these methods cannot be protected by Solution B. It follows that HTTP methods that do not contain JSON data in the HTTP body (including the GET method) cannot be used for sending information that needs confidentiality, integrity or replay protection. It is FFS whether there are cases where neither confidentiality, integrity nor replay protection are needed. 
Action: SA3 asks CT4 to take SA3s finding into account for their design choices for the SEPP-SEPP protocol. 

2. Actions:

To CT4 and SA2 group.

ACTION: 
SA3 asks CT4 to take SA3s finding into account for their design choices for the SEPP-SEPP protocol.


SA3 asks CT4 and SA2 to provide their view on the question above.
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