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7.2.8.7 Editorial corrections
1
Decision/action requested

It is proposed that SA3 approves the modifications.
2
References

3
Rationale

The description of 5G AKA was added early in 33.501. It currently has inconsistencies and is unclear on multiple points. One example being the number of authentication vectors that should be returned by different nodes. In this contribution we have attempted to clarify and clean up the description so that redundant information is removed and consistency issues are fixed.
A short summary of the changes below

· Remove unnecessary details from the first sentence to ensure a clear and understandable description. 

· Clarify that when the authentication confirmation is required, the HN only returns one AV at a time. 
· Remove information that is found within annex referenced as it creates redundancies which results in an hard to manage spec. Also remove “Normative” from all Annex references as an Annex describing required steps must be normative.

· Clarify that the use of an AV timer is optional and that this is up to the home network to decide.
· Add Response message to ensure that the Request/Response flow follows the SBA system, further we add an editor’s note clarifying that further details should be added once the names of the SBA messages are finished.

4
pCR 
*** FIRST CHANGE *** 
6.1.3.2
Authentication procedure for 5G AKA

5G AKA enhances EPS AKA [10] by providing the possibility for the home network to receive proof of successful authentication of the UE from the visited network. If this increased home network control is required the proof is sent by the visited network in an Authentication Confirmation message.
5G AKA is applied within the 5G authentication framework whenever the UDM/ARPF has received an Authentication Information Request (Auth Info-Req) message from the AUSF, and chosen 5G AKA as the authentication method, cf. subclause 6.1.2 of the present document. 

It is recommended that the SEAF fetch only one authentication vector at a time as the need to perform authentication runs has been reduced in 5G through the use of the anchor key KSEAF concept. By following this recommendation, re-synchronisation procedures can be minimized. However, retrieving more than one authentication vector can be useful when there is a risk of temporary unavailability of the interconnection network between visited and home network. If increased home network control is used the home network shall indicate that an 5G-AC is required in the 5G-AIA and only return one authentication vector at a time.
In 5G AKA there are two authentication vectors, namely the following:

-
5G HE AV: the 5G Home Environment Authentication Vector is the type of authentication vector(s) that is received by the AUSF from the UDM/ARPF in the Auth-info Resp. The 5G HE AV has the following fields: RAND, AUTN, XRES*, and KAUSF.

-
5G AV: the 5G Authentication Vector is the type of authentication vector that the SEAF receives from the AUSF in the 5G-AIA message. The 5G AV has the following fields: RAND, AUTN, HXRES*, and KSEAF. The difference between the 5G HE AV and the 5G AV is that the XRES* and the KAUSF in the 5G HE AV is replaced by the HXRES* and the KSEAF in the 5G AV.

The authentication procedure for 5G AKA works as follows, cf. also Figure 6.1.3.2-1:

1.
For each 5G authentication vector that is requested, the UDM/ARPF shall create a 5G HE AV. The UDM/ARPF does this by generating an AV with the Authentication Management Field (AMF) separation bit set as defined in TS 33.102 [9], deriving KAUSF as per Annex A.2, and XRES* as per Annex A.4, and finally, creating a 5G HE AV from  RAND, AUTN, XRES*, and KAUSF.
2.
The UDM/ARPF shall then return the requested number of 5G HE AVs to the AUSF in an authentication information response (Auth Info-Resp). If increased home network control of authentication results is required, then UDM/ARPF provides an indication to AUSF to request an Authentication Confirmation message to AMF. In this case UDM/ARPF provides only one 5G HE AV to the AUSF.
3.
In case authentication confirmation is requested, the AUSF shall store the XRES* temporarily until a timer expires. The AUSF may store the KAUSF .


4.
The AUSF shall then generate the 5G AV from the 5G HE AV received from the UDM by computing the HXRES* from XRES* according to Annex A.5 5 and KSEAF from KAUSF according to Annex A.6, and replacing the XRES* with the HXRES* and KAUSF with KSEAF in each 5G HE AV:

Editor's Note: It is FFS whether HXRES* should be computed in the ARPF.
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Figure 6.1.3.2-1: Authentication procedure for 5G AKA

5.
The AUSF shall then return one or more 5GAV (RAND, AUTN, HXRES*, KSEAF) to the SEAF in a 5G Authentication Initiation Answer (5G-AIA). In case the AUSF received a SUCI from the SEAF when the authentication was initiated (see subclause 6.1.2 of the present document), then the AUSF shall also include the SUPI in 5G-AIA. If the UDM required authentication confirmation, then the AUSF shall  only send one authentication vector 5G AV to the SEAF. The AUSF may include an expiry time after which the SEAF shall not use the authentication vectors for an authentication run. If an authentication confirmation is required then this timer shall be the same as the one used in Step 3.
Editor's Note: The minimal expiry needs to be standardised so that the serving network has time to run authentication.

Editor's Note: It is FFS how the 5G-AIA is used to tell the SEAF that a confirmation message is required.
Editor's Note: The flows needs to be updated to match SBA names and request/response style


6.
The SEAF shall verify that the expiry time specified by the AUSF has not yet expired. In case the timer has expired the SEAF shall use a non-expired AV or request new AVs. In case the timer has not yet expired, the SEAF shall send RAND, AUTN to the UE in a NAS message Auth-Req. The USIM shall return RES, CK, IK to the METhe ME then shall compute RES* from RES according to Annex A.#4 and the UE shall return RES* to the SEAF in a NAS message Auth-Resp. The UE shall calculate  KSEAF from KAUSF according to Annex A.6.
7.
The SEAF shall then compute HRES* from RES* according to Annex A, and the SEAF shall compare HRES* and HXRES*. If they coincide, the SEAF shall consider the authentication successful. If not, the SEAF shall reject the authentication. If the authentication was successful and an Authentication Confirmation message has been requested in the 5G-AIA, the SEAF shall send RES*, as received from the UE, in a 5G Authentication Confirmation Request (5G-AC Req) message (containing the SUPI and the serving network name) to the AUSF.
8.
When the 5G-AC Req message was received and was received before the protocol timer above has expired, the AUSF shall compare the received RES* with the stored XRES*. If the RES* and XRES* are equal, the AUSF shall consider the confirmation message as successfully verified. 
9.
The AUSF shall indicate this in the Authentication Confirmation Response (5G-AC Resp) whether the confirmation was successful. The SEAF shall consider the authentication as failed if the received 5G-AC Resp indicates unsuccessful confirmation.
If the authentication was successful, the key KSEAF received in 5G AV shall become the anchor key in the sense of the key hierarchy in subclause 6.2 of the present document. 



The further steps taken by the AUSF upon receiving a successfully verified confirmation message are described in subclause 6.1.4 of the present document. 



Editor's Note: It is FFS whether the RES* could optionally be computed on the USIM. 
*** END OF CHANGES *** 
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