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1
Decision/action requested

SA3 should discuss the NF discovery with SUCI, and approve the attached pCR towards TS 33.501.
2
References

N/A
3
Rationale

We intend to solve the following editor’s note in TS 33.501:  
Editor's note: One UDM can comprise several UDM instances. How to find the right UDM instances is ffs keeping in mind that the SIDF needs to be invoked first.
4
Discussion 

TS 33.501 has an EN referring to a deployment option that HPLMN includes several instances of UDMs. The EN is related to network deployments which may e.g. include several AUSF and UDM instances serving different set of subscribers. For example, sometimes the SUPI namespace is divided into the range(s) of SUPIs to implement subdomains. 
When SUPI is used, it is possible to select the provider NF for a particular SUPI based on the range the SUPI belongs to. However, when using SUCI, since the subscription identifier is concealed in SUCI, the subscription identifier is not available for AUSF selection, or UDM discovery. 

The NF discovery with SUCI can be locally configured on the NF consumers, or implemented in the hNRF. In our opinion, the exact mechanism for NF discover with SUCI should not be standardized except that the complete SUCI needs to be available for the discovery. This includes the home network identifier (e.g., MNC and/or MCC) of SUCI but also other parameters, such as protection scheme and the home network public key identifier. These parameters are pre-provisioned to the UE, and always included into the SUCI.
Mind that doing so does not prevent the NF discovery, rather using those parameters or fields in SUCI enables an extremely flexible mechanism that could be different among different vendors.  An informative annex is therefore proposed to exhibit some possible implementations.
5
Detailed proposal

It is proposed that SA3 endorses the following: 
- There are two NF discovery problems that needs to be considered with SUCI: AMF selecting the AUSF, and AUSF discovering the UDM. 

- We propose that the complete SUCI (including all related parameter, such as home network public key identifier) is used in NF discover with SUCI, however, the exact mechanism is not standardized.

- SA3 should add an informative annex on how NF discovery with SUCI could be implemented. 
***
BEGIN CHANGE
***.
6.12.5
Subscription identifier de-concealing function (SIDF)

SIDF is responsible for de-concealing the SUPI from the SUCI. SIDF is using the private key part of the privacy related home network public/private key pair that is securely stored in the home operator's network. The de-concealment shall take place at the UDM. Access rights to the SIDF shall be defined, such that only a network element of the home network is allowed to request SIDF.


Discovery and selection of network functions (NFs like AUSF, SIDF/UDM) with or without using NRF shall be done according to 3GPP TS 23.502 [8] and shall use SUCI as input parameter, when SUCI is provided by the UE. The network may use SUCI in an implementation specific way, some of which are described in Annex X.. 

***
NEXT CHANGE
***.
Annex X (informative):
NF discovery with SUCI   

X.1 
Introduction 

Network deployments may comprise several AUSF and/or UDM instances serving different range of SUPIs. For example, sometimes the SUPI namespace is divided into the range(s) of SUPIs to implement subdomains of the Home Network. Since the subscription identifier is concealed in SUCI, the range of the subscription identifier is not available for AUSF, or UDM selection. 

To assist the AUSF and UDM selection in the correct Home Network subdomain, the SUCI could include a parameter related to the subdomain the user belongs to. The NF discovery with SUCI can be locally configured on the NF consumers, or implemented in the hNRF. AUSF and/or UDM selection based on parameters encoded in SUCI depends on network deployment and is not standardized. except that the complete SUCI needs to be available for the discovery. This includes the home network identifier (e.g., MNC and/or MCC) of SUCI but also other parameters, such as protection scheme and the home network public key identifier. These parameters are pre-provisioned to the UE, and always included into the SUCI. 

When the SEAF and AUSF receive SUCI and the NRF is used, the complete SUCI is used as input parameter for the AUSF and UDM service discovery. If NRF is not used, the SEAF and/or AUSF may use parameters encoded in SUCI to select AUSF and/or UDM respectively. 

The present annex give examples which SUCI parameters could be used for NF discovery. 

X.2 
Home network public key identifier 

One option to implement the AUSF selection and/or the UDM discovery is to use the home network public key identifier as NF selection criteria. For example, each UDM may have its own home network public key, and UDM can be selected based on the related identifier. However, when a new home network public key is taken into use in UDM, the new identifier also needs to be updated into the NF discovery. 

Alternatively, the home network public key identifier may have internal structure of identifying the subdomain and the home network public key. For example, the identifier which is N bits long, could be constructed using a M bits long prefix identifying home network public key and a N-M bits long suffix identifying the subdomain, and the hNRF may use the suffix to discover the correct NF. The internal structure of the identifier is only known to the HPLMN and is privacy friendly. 
***
END OF CHANGES
***

