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1
Decision/action requested

It is a re-submitted contribution as not treated in last meeting and revised based on SBA conference call. It is proposed an authentication solution for two NFs in 5GC with SBA.
2
References

 [1]
3GPP TS 33.501 Security Architecture and Procedures for 5G System (Release-15)
[2]
3GPP TS 33.310 Network Domain Security (NDS); Authentication Framework (AF)

3
Rationale

3.1 Authentication use cases

In TS 33.501 section 5.7.3.2, mutual authentication between NFs is required. So a solution for authentication should be specified.
Based on current network architecture, there are two use cases for the communication between NFs as following:

· two NFs belong to same operator/trust domain; or
· two NFs belong to different operator/trust domain.
For the case that NFs belong to same operator/trust domain, the NFs are trusted each other, and without inter-connection consideration. As a result, the authentication between such NFs can be defined by operator itself. In SBA conference call, it was discussed this point. Nokia proposed that for intra-PLMN scenarios is leaving the operator-defined solutions as is, while additionally defining a mandatory solution. As long as it’s internal, it might be fine to use proprietary solutions. This was agreed by Vodafone, DT, and China Mobile.
However, for the case that NFs belong to different operators/trust domains, the communication is inter-connected. If there is no standard solutions among operators, mutual authentication between NFs across operaters is impossible. So an authentication solution should be specified.
Observation 1: The mutual authentication between NFs should be considered based on 2 different use cases: the NFs belong to same operator/trust domain, or the NFs belong to different operators/trust domains.
Observation 2: If two NFs belong to same operator/trust domain, the authentication between NFs can be implemented as operator’s proprietory solution, while additional defining a mandatory solution.
Observation 3: If two NFs belong to different operators/trust domains, the authentication solution should be specified.
3.2 Authentication solution for NFs belong to different operators/trust domains

3GPP has specification on authentication framework within network security domain, i.e. TS 33.310. The scope is limited to authentication of network elements, which are using NDS/IP or TLS, and to Certificate Enrolment for Base Stations, which is referred by the section 1 of TS 33.310.

However, in 5GC with SBA, its security could not be protected only by NDS/IP. Besides, if TLS is applied between two NFs, the sensitive information such as IP address, port number will be leaked to the peer through TCP/IP connection. That will result network topology leakage. What is more, NDS/AF requires PKI. But PKI could not work well in the real world as there are so many operators. Some other solutions are initiated and discussed in other SDO, such as global PKI in GSMA. However, it is still in the beginning. As a result, only NDS/AF could not address security issue of 5GC with SBA currently.
But NDS/AF provides 2 useful working way, i.e. manual cross-certification and cross-certification with a bridge CA. These can be used to build authentication between operators/trust domains, because:
1. A proxy like SeGW in NDS/IP is required in 5GC with SBA to implement topology hiding. So the proxy should be able to manage/modify message from other internal NFs. As a result, the identification of internal NF should be verified on the proxy.

2. Proxies between visited and home network should be mutual authenticated and secure connection should be made in order to transfer signaling between two operators/trust domains. As a result, the identitfication of proxy could be verified by the peer proxy.

3. After that, the identification of NF could be transferred to the target NF via two proxies.

4. Under the authentication and identification transfer among NFa<->proxya, proxya <->proxyb, proxyb<-> NFb, the identities of each NFs could be seen as unchangeable. Thus the identity of NFs could be seen as verified, or authenticated.

In this procedure, the authentication between NF and proxy could be implemented by proprietory solution mentioned as above. And the authentication between proxies could be implemented by NDS/AF. Based on that, only identification is transferred from one operator/trust domain to another. Neither IP address nor port number are revealed. So it can fulfill topology hiding requirement also.

Observartion 4: The authentication between NFs belong to different operators/trust domains, could be fulfilled by combination of the mutual authentication between NF and proxy, and mutual authentication between proxies.

Observation 5: NDS/AF is not suitable for NFs authentication in 5GC with SBA, but it can be used to proxies authentication.

4
Detailed proposal

(For pseudo CR, include the complete clause(s) or subclause(s) of the latest draft TS/TR to be modified, with clear clause and sub-clause headings included and all modifications shown with revision marks, unambiguously showing where the changes shall be made or inserted in the draft TS/TR. It is not sufficient to just state, for example, “add the following text to the draft TS/TR…”.)
Based on the discussion, it is proposed to add following text as candidate authentication solution in living document.

================================Begin of Change=====================================

4.3.x Solution #x: Authentication between NFs
4.3.x.1 Introduction

This clause specifies authentication procedures between NFs within same operator/trust domain, or from different operators/trust domains. 

It addresses the following requirements adopted in TS 33.501:

On starting this communication, the NF’s should authenticate each other either directly or via a common trusted entity (e.g., NRF.)
It shall be possible to hide the topology of the available / supported NF’s in one administrative/trust domain from entities in different trust/administrative domains (e.g., between NFs in visited and the home networks.)
4.3.x.2 Solution details
When two Network Functions want to authenticate each other, following use cases should be considered:

· the two NFs belong to same operator/trust domain

· the two NFs belong to differernt operator/trust domain

If two NFs belong to same operator/trust domain, a standard solution for authentication between NFs shall be defined, while the authentication betweent NF can also be implemented as operator’s proprietory solution.

If two NFs belong to different operator/trust domain, the NFs should be mutually authenticated with proxy belong to same operator, and the proxies should be mutual authenticate each other. At the same time, NFs’ identification should be transferred to the peer in a secure manner. At the end, NFs could get the real identitfy of peer NFs. 

Editor’s Note: It is FFS how to transfer the identification in a secure manner.

4.3.x.3 Evaluation
TBD

================================End of Change=====================================

