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1. Overall Description:

1.1
Rationale

SA3 already kindly asked CT4 to keep SA3 informed when designing the Service Based Interface (SBI) for 5G. In the LS to CT4 (S3-173527) SA3 expressed the desire to apply application layer security to the N32 interface between PLMN operators for the interconnect. 

By now SA3 has more detailed understanding of a potential security solution for SBA in general and for N32 security in particular. SA3 has identified dependencies on the SBI design. SA3 will only be able to specify a security solution for SBA and N32 interface, once CT3 and CT4 have agreed on messages, information elements and data structures to be used and which of these will be transmitted over the N32 interface.

SA3 has further determined that some design decisions for messages and data structure may impact overall SBA and N32 security. In order to achieve a robust, scalable and secure SBA for 5G, SA3 kindly asks CT3 and CT4 for collaboration.

In particular SA3 would like to ask CT3 and CT4, if they would be fine with considering the guidelines outlined in Section 1.2 when designing SBI.

Furthermore, CT3 and CT4 could help SA3 getting a better understanding of design decisions, allowing SA3 to conclude on the security solution for SBA and N32 for Release 15. CT3 and CT4 are therefore asked if they could answer the questions in Section 1.3.

1.2
SBI Design Criteria Relevant for SA3 and Security Guidelines
SA3 intends to specify a security solution that applies to the application layer of 5G SBA for the N32 interface. Security controls, such as confidentiality (implemented by encryption), integrity and authenticity (implemented by message authentication cotes (MAC) or digital signatures) should be applied to the payload in the HTTP messages, i.e. the JSON objects that reside inside SBI messages. SA3 determined that applying security on a lower layer of the protocol stack (e.g. on transport layer using TLS) is not applicable for the N32 interface because of roaming interconnection requirements conveyed by GSMA to SA3. As a consequence of applying security on application layer, all information transmitted on the presentation layer (HTTP) and below will not be protected.
In TS 29.500 CT4 specifies the use of HTTP, RESTful interfaces, and JSON objects as application layer data structures. SA3 understands that CT4 wants to follow the paradigm of RESTful interfaces, as they are used on the Internet. While this can be done consistently on any NF inside a single PLMN, the SEPP, as specified in TS 23.501, is required to follow a different approach when communicating to the SEPP of a peer PLMN. To protect communication between SEPPs, all messages need to contain all information in the JSON object, as only the HTTP body can be protected.
1.2.1
Security Guidelines for the N32 Interface (SEPP to SEPP communication)

As SA3 intends to specify a security solution for the N32 interface in 5GS on the application layer for Release 15, SA3 would like to ask CT3 and CT4 if it was possible to meet the following guidelines on the N32 interface. Only if all these guidelines are followed, SA3 can proceed specifying the favoured solution.

1. Every SBA CP message on N32 should contain a JSON object.

Note: As the JSON object is the data structure that is planned to be secured, it needs to exist in all messages. Otherwise the message would be unprotected. A message without a JSON object could be sent by any party where the recipient could not determine whether it comes from the expected source. 

2. All relevant information that is needed by the recipient should be contained in the JSON object.

Note: This includes sensitive information in particular (e.g. subscriber information). SA3 assumes that applying security controls to content inside the JSON object is easier than modifying other elements of the HTTP message.

3. The RESTful URI in the HTTP/2 header should only contain the service endpoint and the API to be called. Parameters that are to be provided for the API call should be provided by the JSON object.

Note: SA3 assumes that messaging in 5G in general will not differ much from LTE. SA3 assumes that content of GTP or DIAMETER messages that was provided in IEs (GTP) and AVPs (DIAMETER) in LTE will now be placed into the JSON object. 

4. SA3 assumes the binary blob will not occur in CP messages on the N32 interface between PLMN operators. CT3/CT4 are asked to advice SA3 if this assumption is correct. SA3 does not currently plan to protect the binary blob.

1.2.2
General Security Guidelines for all SBI

In addition, SA3 has further remarks on security-friendly SBA design. If CT3/CT4 could follow the guidelines below for all SBA messages and all SBI, implementations of SBA can be more robust, less error prone, provide a smaller attack surface, and result in less processing effort of messages.

5. There should be a defined limit to the number of JSON objects in one inter-PLMN signaling message, the number of IEs in one JSON object and the overall size of one JSON object.
Note: This helps creating robust implementations where maliciously crafted messages cannot overflow buffers on NFs.
6. Security-friendly design of JSON objects to allow flexible definition of IEs to be encrypted. 
Note: If all IEs that should be encrypted can be grouped together so that only one cryptographic operation will be needed to encrypt or decrypt all of them in one go, cryptographic operations can be implemented in an efficient way.
7. Existence of duplicate IEs in JSON objects for the same attribute should be avoided.

Note: If the same IE appears more than once, it depends on the implementation whether the first or last occurrence in a message will be interpreted by a NF. This is likely to cause unpredictable behaviour and should be avoided. 

8. There should be a defined way to return security-related error codes in inter-PLMN signaling. CT4 is asked to leave room for specifying these error codes.
Note: One way to implement error codes could be (custom) HTTP status codes, but other options need to be considered, too, in order to allow for integrity protection of error messages.

1.3
Questions on SBI Design
SA3 would like to ask the following questions to CT3/CT4. Answering these questions will help SA3 to conclude on a security solution for SBA and N32 in 5G.

1. It is SA3’s understanding that SBA will fully be based on the protocol stack chosen in TR 29.891, clause 11.3.1.2.1. CP protocols that have been used in earlier 3GPP releases (e.g. DIAMETER, GTP) will not be used at all.

2. What information will be defined into the JSON object of SBI?

3. What information will be defined into the RESTful URI in the HTTP/2 header?

4. What data will be contained in the binary data blob and in which cases shall it be used? What interfaces will use the binary blob?
5. SA3 would need a list of all the inter-PLMN signalling messages that are exchanged between PLMNs through the N32 interface and the Information Elements (IE) that are contained.

6. Will the network functions involved in inter-PLMN signaling traffic be truly stateless and where is the state information contained in this case? Is something similar to Web-Session-Cookies being used? Will the JSON object have this role?
7. In 5GS will application layer routing or IP layer routing be used to deliver messages to the destination?
2. Actions:

To CT3, CT4 group.

ACTION: 
SA3 asks CT3/CT4 group to consider the design criteria collected in section 1.2 above when designing SBI for 5G. SA3 security solutions depend on CT3’a and CT4’s design decisions and SA3 would therefore ask CT3 and CT4 to closely work with SA3 on the matter. 

SA3 further asks CT3/CT4 to inform SA3 if CT3/CT4 are hesitant to follow the guidelines collected in section 1.2.


SA3 also asks CT3/CT4 to kindly respond to the questions in section 1.3.
SA3 asks CT3/CT4 to respond by SA3#90Bis to allow SA3 to define a 5GS security solution for SBA for phase 1 before stage 2 documents are to be closed.
SA3 thanks CT3 and CT4 in advance for their endeavours. 
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