[bookmark: _GoBack]3GPP TSG SA WG3 (Security) Meeting #90	S3-180220
22-26.Janaury 2018, Gothenburg, Sweden	

[bookmark: OLE_LINK4][bookmark: OLE_LINK5]Source:	China Mobile, Huawei, Hisilicon, Deutsche Telekom AG
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3]Title:	pCR- Annex-DH usage modes, DH capability identifier and the calculation of KAMF'
Document for:	Approval 
Agenda Item:	7.2.5.5
1	Decision/action requested
As an accompanied pCR updating NAS SMC procedure, this contribution adds an Annex to TS 33.501 to define DH usage mode and DH capability identifier, and specify how to compute the key KAMF’.  
2	References
 
3	Rationale
Our  pCR “ Updating NAS security mode command procedure” has specified how to update NAS SMC procedure by adding DH key exchange and DH capability identifier, in order to address the key issue #2.2” Reducing the impact of secret key leakage”, and the key issue #3.1 “Interception of radio interface keys sent between operator entities”. As a complementary, this pCR defines DH usage mode and DH capability identifier, and specify how to compute the key KAMF’.     
 
4	Detailed proposal
***	BEGIN CHANGES	***
[bookmark: _Toc496020633][bookmark: _Toc496021090][bookmark: _Toc496867278][bookmark: _Toc500341519][bookmark: _Toc501107280][bookmark: _Toc501370162][bookmark: _Toc501742048] Annex XY (normative):
DH usage modes, DH capability identifier and the calculation of KAMF'
[bookmark: _Toc496020634][bookmark: _Toc496021091][bookmark: _Toc496867279][bookmark: _Toc500341520][bookmark: _Toc501107281][bookmark: _Toc501370163][bookmark: _Toc501742049]XY.1	DH usage modes
Three kinds of DH usage modes for the DH key exchange have been defined:
(1) DH usage mode I: KDH is generated every time during NAS SMC procedure. In the NAS security mode command flow, the DH key exchange between the UE and AMF (Access and Mobility Management Function) is carried out, and the shared key KDH is generated. The key KAMF’ is derived from the key KAMF and the shared key KDH. 
(2) DH usage mode II: KDH could be reused for some time. In the NAS security mode command flow, the DH key exchange may be not performed if a KDH exists. The key KAMF’ is derived from the key KAMF and the previously generated shared key KDH between the UE and the AMF.  
(3) DH usage mode III: No application of the shared key KDH. In the NAS security mode command flow, the DH key exchange is not performed. The key KAMF keeps unchanged. The security of this mode is the same as that of LTE.   
XY.2	DH capability identifier
DH capability identifier is defined to indicate the DH usage mode and DH parameter used. It serves as a complementary to the UE security capabilities. The size of DH capability identifier is one octet. Its most significant 4 bits is used to represent the DH usage mode: 0 for the DH usage mode I, 1 for DH usage mode II, and 2 for DH usage mode III.  Other values are reserved for future usage. If the most significant 4 bits are zeroes, the least significant 4 bits shall be coded with the following values: 0 for NIST P-384, 1 for brainpool384, 2 for M-383, 3 for Curve41417, 4 for NIST P-256, 5 for brainpool256, 6 for Curve25519. Other values are reserved for future usage.
XY.3	Calculation of KAMF’
For DH usage mode I, the UE generates a DH public-private key pair UEpub / UEpri and derives a shared key KDH with the AMF by using its DH private key UEpri and AMF's DH public key AMFpub.
The key KAMF’ is calculated as follows:
KAMF’= HASH (KAMF, KDH)
Like the UE, the AMF calculates the key KAMF’.
For DH usage mode II, the UE reads the shared key KDH between the UE and the AMF from the USIM card or a storage area in which the information cannot be tampered with. The key KAMF’ is calculated as follows:
KAMF’ = HASH (KAMF, KDH)
Like the UE, the AMF calculates the key KAMF’ by using previous shared key KDH.
For DH usage mode III:  KAMF’= KAMF.   


*** END OF CHANGES ***




 
