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1
Decision/action requested

It is requested to approve the proposal into TS 33.122.
2
References

[1]
3GPP TS 23.222:  Functional architecture and information flows to support Common API framework for 3GPP Northbound APIs

[2]
3GPP TS 33.122:  Security Aspects of Common API Framework for 3GPP Northbound APIs
3
Rationale

TS 23.222 [1] defines the functional architecture and information flows to support Common API framework (CAPIF) for 3GPP Northbound APIs. A new TS 33.122 [2] will define the CAPIF security requirements and security procedures.

This document proposes security requirements for CAPIF entities. The corresponding abbreviations of CAPIF entities are also added. It proposed to SA3 to approve this pCR to add security requirements for CAPIF entities to CAPIF TS 33.122 [2].
4
Detailed proposal

*************** Start of Change 1 ****************
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>

AEF
API Exposing Function

API
Application Program Interface

CAPIF
Common API Framework
DDoS
Distributed Denial of Service

PLMN
Public Land Mobile Network
*************** End of Change 1 ****************
*************** Start of Change 2 ****************
X
Security Requirements
X.1
Requirements on API invoker

The security requirements for API invoker include the following:
-
it shall be able to support the authentication by providing the API invoker identity and other information required for authentication of the API invoker;

-
it shall be able to support mutual authentication with CAPIF;

-
it shall be able to obtain the authorization prior to accessing the service API.
X.2
Requirements on CAPIF core function

The security requirements for API invoker include the following:
-
it shall be able to authenticate the API invoker based on the identity and other information required for authentication of the API invoker;

-
it shall be able to support mutual authentication with API invoker;

-
it shall be able to determine whether API invoker is authorized to access service API;
-
it shall be able to control the service API access based on PLMN operator configured policies.
-
it shall be able to authenticate the service API publishers to publish and manage the service API information.

-
it shall be able to authorize the service API publishers to publish and manage the service API information.

X.3
Requirements on API exposing function
The security requirements for API exposing function (AEF) include the following:

-
it shall be able to authenticate the API invoker based on the identity and other information required for authentication of the API invoker provided by the CAPIF core function;
-
it shall be able to determine whether the API invoker is authorized to access service API. 
X.4
Requirements on API publishing function
The security requirements for API publishing function include the following:
-
it shall be able to obtain the authorization to publish the service APIs .
X.5
Requirements on API management function
The security requirements for API management function include the following:
-
it shall be able to monitor service API invocations, to determine critical aspects such as system load, API usage information, uncover potential overload and attacks (e.g. DDoS) conditions.
*************** End of Change 2 ****************
