3GPP TSG SA WG3 (Security) Meeting #90
S3-180192
22 – 26 January, 2018, Gothenburg, Sweden

Source:
China Unicom, China Mobile
Title:
Key issue on secure communication between functions in CAPIF
Document for:
Approval
Agenda Item:
7.5 CAPIF_Sec
1
Decision/action requested

To agree the proposed pCR for TS 33.cde
2
References

 [1]
3GPP TR 23.722:  Study on Common API Framework for 3GPP Northbound APIs
3
Rationale

3.1 Key issue details

In SA6 TR 23.722, the key issue on secure commincation is identified. 

The functional model for the common API framework (CAPIF) is organized into functional entities include API invoker, CAPIF core function, API exposing function, API publishing function, and API management function (TS 23.222). 

The secure communication in CAPIF may consider following:

1) identities of the entities in the communication process are confirmed;
2) only authorized users or entities are allowed to access the data which created and stored in the CAPIF entities;
3) during the communication procees, the data used for the API, logging and auditing are consistent with the original data.

The secure communication between functions in CAPIF may include:

1) secure communication_1: API invoker - CAPIF core function;

2) secure communication_2: API invoker - API exposing function;

3) secure communication_3: API exposing function - CAPIF core function;

4) secure communication_4: API piblishing function  - CAPIF core function

5) secure communication_5: API management function  - CAPIF core function.
3.2
Security threats 

With out the security communication protection, the security threats may be include:

1) Data accessed by the unauthorized enetities, such as in secure communication_1and secure communication_2;
2) Data from intentional or accidental changes by unauthorized user/malicious entity ( e.g. in secure communication_1, secure communication_2), or by the misoperation (e.g. in secure communication_3, secure communication_4, secure communication_5) ,
3) Escape from the charge by the unauthorized user/malicious entity through tampering the log.
4
Proposal
It is proposed to approve below pCR.
**********************Begin of changes********************************
X.1
Potential security requirements

The authentication mechanism is needed between the CAPIF entities communication.

The data consistency detection should be supported by the CAPIF entities.

The confidentiality and integrite protection should be supported for the data that used between CAPIF entities communication.
*********************************End of changes*******************************
