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1
Decision/action requested

It is requested to approve the proposal into TS 33.122.
2
References

[1]
3GPP TS 23.222:  Functional architecture and information flows to support Common API framework for 3GPP Northbound APIs

[2]
3GPP TS 33.122:  Security Aspects of Common API Framework for 3GPP Northbound APIs
3
Rationale

TS 23.222 [1] defines the functional architecture and information flows to support Common API framework (CAPIF) for 3GPP Northbound APIs. A new TS 33.122 [2] will define the CAPIF security requirements and security procedures.

This document proposes security requirements for 3rd party API provider. It proposed to SA3 to approve this pCR to add additional security requirements for 3rd party API provider to CAPIF TS 33.122 [2].
4
Detailed proposal

*************** Start of Change 1 ****************
X
Security Requirements
X.Y
Requirements for 3rd party API provider

Additional security requirements for 3rd party API provider are:
-
The CAPIF shall provide mechanisms to hide the topology of the 3rd party API provider trust domain from the API invokers accessing the service APIs from outside the 3rd party API provider trust domain.
-
The CAPIF shall provide authorization mechanism for service APIs from the 3rd party API providers.
-
The CAPIF shall provide data confidentiality (across API providers) for data (e.g. logging, charging) related to service APIs from multiple API providers.
*************** End of Change 1 ****************
